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PART	I.	NARROWING	THE	GAP	BETWEEN	POTENTIAL	AND	PRACTICE	
The	purpose	of	this	project	is	to	improve	the	prospects	for	addressing	health	needs	within	
Korea	through	more	effective	utilization	of	medical	data.	 	 At	the	outset,	we	observe	a	gap	
between	potential	and	practice	with	reference	to	data	driven	health	care	innovation	within	
Korea	and	in	other	advanced	industrial	countries.	

In	principle,	the	integration	and	analysis	of	genomic	information,	the	results	of	clinical	
trials,	 registries,	payer	data,	medical	 records	and	 social	media	 should	 revolutionize	health	
care	outcomes.	Data	is	the	key	to	timely	epidemic	surveillance	and	adverse	effects	reporting.	
Data	 is	 the	 key	 to	 assessing	 the	 performance	 of	 therapeutics	 as	 used	 in	 the	 real	 world,	
enabling	more	 precise	 targeting	 of	 therapeutics	 and	more	 effective,	 safer	 and	 lower	 cost	
health	systems.	Data	is	the	key	to	discovering	new	uses	for	existing	drugs	and	to	developing	
novel	therapeutics	to	address	unmet	health	needs.	 	 Data	is	the	key	to	reducing	costs	of	drug	
development	 though	 improved	hypothesis	generation	and	subject	 recruitment.	 	 Part	 II	of	
this	report	describes	these	uses	of	data	and	associated	health	benefits.	 	 	

In	practice,	benefits	associated	with	integration	and	analysis	of	health	data	have	not	
been	fully	realized.	 	 The	problems	are	not	technological.	 	 Data	storage	costs	have	fallen,	
the	power	of	analytic	tools	and	associated	inferential	methods	has	increased	and	electronic	
medical	records	are	all	but	ubiquitous.	 	 Rather,	policies,	practices	and	institutions	intended	
to	address	legitimate	concerns	over	privacy	and	consent	have	had	the	effect	of	impeding	data	
access,	 integration,	 curation,	 and	 analysis.	 	 Part	 III	 describes	 privacy,	 consent,	 data	
integration,	and	data	transfer	policies	in	Korea	and	in	comparators	including	the	US,	Japan,	
the	EU,	Israel	and	Singapore,	with	discussion	of	how	policies	have	affected	the	assembly	of	
integrated	data	sets,	the	curation	of	data	sets	and	the	analysis	of	data.	 	

Finally,	Part	IV	suggests	ways	that	Korea	might	close	the	gap	between	potential	and	
practice.	 	 One	 package	 offers	 policies	 to	 reconcile	 concerns	 over	 privacy,	 consent	 and	
ownership	 in	a	manner	that	allows	data	utilization.	 	 A	second	package	offers	 institutional	
designs	that	are	capable	of	adaptation	and	learning	under	uncertainty.	 	
                                            
1	 The	author	acknowledges	with	gratitude	the	research	assistance	of	Shlomiya	Bar-Yam	Lightfoot,	Courtney	Diamond,	and	Cheng	Yi	Lewis	
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PART	II.	WAYS	THAT	DATA	CAN	IMPROVE	HEALTH	OUTCOMES	 	
This	 section	 provides	 a	 basis	 for	 evaluation	 of	 the	 effects	 of	 policies	 on	 data	 access	 and	
utilization.	 	 It	 proceeds	 from	 best	 established	 and	 least	 controversial	 uses	 to	 least	
established	and	most	controversial	uses	of	data,	with	a	brief	discussion	of	whether	identified	
or	de-identified	data	and	aggregated	data	sets	or	individual	data	records	are	required	to	serve	
each	of	these	ends.	 	 	 	 	
	
A.	Disease	Surveillance:	Public	health	agencies	need	to	detect	presence	of	evolving	pathogens	
and	detect	presence	of	antimicrobial	resistant	strains	in	order	to	improve	early	warning	and	
facilitate	development	of	countermeasures.	 	 At	present,	disease	surveillance	is	based	largely	
on	provider	reporting.	 	 Electronic	Health	Records	coupled	to	advanced	pattern	recognition	
methods	 should	 enable	 earlier	 detection	 of	 infectious	 diseases.	 	 When	 coupled	 to	more	
aggressive	collection	of	specimens	and	more	rapid	sequencing,	public	health	agencies	will	be	
able	to	detect	outbreaks,	characterize	strains	and	develop	countermeasures	far	more	rapidly	
than	at	present.	 	
Data	Needs:	De-identified	data	 is	useful	 in	disease	 surveillance.	 	 Specimen	collection	and	
confirmatory	testing,	contact	tracing,	quarantines,	and	infectious	disease	control	measures	
require	 data	 with	 identifiers.	 	 Korea	 has	 exempted	 temporary	 use	 of	 identified	 data	 for	
health	emergencies.	 	 	
	
B.	 Adverse	 effects	 reporting:	 Public	 health	 agencies	 and	 drug	 regulators	 need	 to	 detect	
adverse	 effects	 associated	 with	 therapeutics	 (small	 molecule	 and	 biologicals)	 in	 order	 to	
modify	 conditions	of	 licensing	and/or	 to	enable	 insertion	of	black	boxes	and/or	 to	 trigger	
withdrawals	of	approval.	 	 Adverse	effects	reporting	has	traditionally	relied	on	firm	financed	
and	managed	patient	registries	and	voluntary	provider	reporting	to	regulators	and	firms,	with	
investigation	 of	 effects	 to	 establish	 causality.	 	 As	 the	 figure	 below	 suggests,	 detection	
thresholds	 for	 adverse	 effects	 have	 improved	 dramatically.	 	 Electronic	 Health	 Records	
coupled	to	advanced	pattern	recognition	methods	should	enable	 further	 improvements	 in	
both	detection	thresholds	and	the	timing	of	detection	of	adverse	effects.	 	

	
Data	Needs:	 	 De-identified	data	is	useful	in	adverse	effects	reporting.	 	 Data	with	identifiers	
enables	follow	up	investigations.	
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C.	 Evaluating	 Effectiveness:	 Physicians,	 patients,	 payers,	 and	 regulators	 need	 to	 generate	
information	on	effectiveness	of	therapeutics	in	use	as	distinct	from	efficacy	in	conventional	
clinical	 trials	 in	 order	 to	 inform	 decisions	 on	 licensing	 terms,	 reimbursement	 rates	 and	
formularies.	 	 A	 classic	 Randomized	 Clinical	 Trial	 (RCT)	 with	 a	 confounder	 cleansed	
population	provide	a	basis	for	 inferring	the	efficacy	and	safety	of	a	drug	for	similar	strictly	
adhering	 confounder-cleansed	 populations	 over	 relative	 short	 periods	 of	 time.	 But	
differences	 between	 the	 characteristics	 of	 RCTs	 and	 real	world	 conditions	 are	 significant.	 	
Relative	to	subjects	in	RCTs,	real	world	patients	have	comorbidities	and	take	other	drugs	with	
limited	adherence	over	longer	periods	of	time.	 	 Observational	studies	based	on	real-world	
data	can	provide	 insights	 into	the	safety	and	effectiveness	of	drugs.	 	 But	 the	presence	of	
selection	effects,	biases	in	data	capture,	and	variable	data	completeness	limit	internal	validity	
of	such	studies.	
Data	 Needs:	 Claims	 data	 has	 diagnostic	 codes	 and	 treatments	 but	 lacks	 information	 on	
outcomes.	 	 Parallel	 interrogation	 of	 separated	 data	 bases	will	 be	 of	 limited	 value.	 	 It	 is	
necessary	to	link	claims	data	and	Electronic	Health	Records	(and	genomic	data)	(and	social	
data)	using	pre-existing	or	unique	generated	keys	 to	 assemble	 integrated	data	 sets.	Once	
assembled,	the	analysis	of	integrated	data	sets	to	ascertain	efficacy	does	not	require	personal	
identifiers.	 	
	
D.	 Precision	Medicine:	 	 Physicians,	 payers	 and	 firms	need	 to	differentiate	 among	patient	
subgroups	 with	 respect	 to	 treatment	 effects	 of	 therapeutics	 in	 order	 to	 improve	 clinical	
practice	and	the	efficiency	of	medical	systems.	 	 In	the	past	ten	years,	traditional	blockbuster	
drugs	 have	 been	 partially	 displaced	 by	 small	 molecule	 and	 biological	 niche	 buster	 drugs	
directed	 at	 smaller	 and	 smaller	 treatment	 groups	 defined	 with	 genomic	 and	 phenotypic	
markers	and	other	characteristics.	
Data	 Needs:	 	 The	 development	 of	 precision	 medicines	 rests	 firmly	 on	 data	 bases	 that	
combine	 genomic	 information,	 information	 on	 treatments,	 and	 information	 on	 health	
outcomes.	 	 It	 is	necessary	to	link	data	sets	using	pre-existing	or	unique	generated	keys	to	
assemble	 integrated	 data	 sets.	 Once	 integrated	 data	 sets	 are	 assembled,	 the	 analysis	 of	
integrated	 data	 sets	 to	 target	 small	 molecule	 drugs	 and	 biologicals	 on	 better	 defined	
treatment	groups	does	not	require	the	use	of	personal	identifiers.	 	
	
E.	Repurposing	Pharmaceuticals:	 	 Detection	of	effects	of	drugs	approved	for	one	indication	
on	other	indications	can	provide	a	basis	for	finding	additional	applications	of	already	licensed	
generic	 or	 near	 generic	 drugs.	 	 In	 the	 figure	below,	 treatment	 1	 is	 administered	 to	 treat	
condition	1	but	is	observed	having	effects	on	condition	2.	 	 To	build	a	case	for	licensing,	this	
result	 would	 have	 to	 be	 confirmed	 through	 a	 traditional	 RCT	 directed	 at	 subjects	 with	
condition	2	but	without	condition	1.	Because	repurposed	pharmaceuticals	are	all	but	certain	
to	 be	 generics	 by	 the	 time	 that	 a	 second	 use	 is	 discovered	 and	 because	 use	 patents	 are	
difficult	to	enforce,	repurposed	pharmaceuticals	are	of	limited	interest	to	private	firms.	On	
the	other	hand,	discovering	new	purposes	for	generic	pharmaceuticals	that	are	low	in	cost	
with	well	understood	safety	records	may	be	of	interest	to	foundations	and	public	agencies.	
Data	Needs:	 	 	 To	engage	in	repurposing	of	drugs,	access	to	integrated	and	linked	data	sets	
as	per	efficacy	studies	and	precision	medicine	would	be	needed.	 	 In	the	case	of	repurposing,	
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access	 to	 identified	 data	will	 be	 necessary	 in	 order	 to	 set	 up	 randomized	 clinical	 trials	 to	
generate	efficacy	and	safety	profiles	for	licensing	

	 	
.	 	 	 	
F.	 Developing	 Novel	 Therapeutics:	 Pooling	 genomic	 data	 and	 health	 records	 in	 order	 to	
generate	hypotheses	on	target	sites	for	SCGT.	 	 For	example,	see	data	sources	and	analytic	
methods	used	by	Kellis	(NEJM	October	2015)	to	identify	sites	on	FTO	circuit	associated	with	
obesity.	 	 This	use	of	data	will	be	of	interest	to	academics	and	pharmaceutical	firms.	
Data	 Needs:	 This	 application	 requires	 fully	 integrated	 genomic	 data	 sets	 and	 health	 care	
records	for	hypothesis	generation.	 	 	 As	with	other	clinical	uses,	data	with	identifiers	may	be	
needed	to	recruit	subjects	in	clinical	trials.	 	 	
	
G.	Enable	Curation	and	Integration	of	Data	Sets:	 	 Error	rates	in	medical	records	are	high,	on	
everything	from	diagnostic	codes	to	measurements	through	medical	histories.	 	 	 Curation	of	
records,	with	confirmation	of	outliers	is	essential	as	a	check	on	errors.	“Real	world	evidence”	
(RWE)	such	as	administrative	claims	data,	electronic	medical	records,	and	patient	and	product	
registries	is	replete	with	inaccurate	diagnostic	codes,	improperly	performed	and/or	recorded	
tests,	 and	 improperly	 coded	 clinical	 outcomes.	 	 Errors	 are	 common.	 	 Furthermore,	 the	
integration	 of	 data	 sets	 that	 use	 different	 diagnostic	 categories	 and	 outcome	 measures,	
include	genotypic	and	phenotypic	information,	based	on	different	principles	of	organization,	
is	a	challenge.	 	 Data	embody	varying	degrees	of	quality,	accuracy,	and	completeness,	which	
adds	uncertainty	to	their	utility	in	the	generation	of	evidence.	 	
Data	Needs:	Identifiers	are	needed	to	contact,	reinterview	and	retest	patients	/	subjects.	 	
	
H.	Subject	Recruitment:	Enable	identification	and	recruitment	of	subjects	into	clinical	trials.	 	
The	difficulty	of	 locating,	contacting	and	recruiting	subjects	that	meet	 inclusion	criteria	for	
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clinical	 trials	 is	 rising	 substantially	 as	 drugs	 target	 smaller	 treatment	 groups.	 	 When	
confounder	 cleansed	 populations	 of	 subjects	 are	 required	 with	 small	 treatment	 groups,	 	
difficulties	 and	 costs	 rise	 astronomically.	 	 As	 the	 figure	 below	 from	 Vital	 Transformation	
suggests,	 recruitment	 times	 may	 be	 substantially	 reduced	 using	 databases	 to	 contact	
treatment	eligible	potential	subjects.2	 	
Data	Needs:	 	 Linked	data	resources	with	identifiers	are	needed	to	permit	subject	contact	and	
recruitment.	

	
	 	 	
I.	Patient	Centered	“Smart	Healthcare”	Applications:	 	 Web	and	phone	based	applications	are	
playing	 an	 increasingly	 significant	 role	 in	 health	 care.	 	 A	 Korean	 firm,	Huray	 Positive,	 has	
created	 a	 smartphone	 app	 for	 persons	 with	 diabetes.	 	 The	 app	 offers	 personalized	
recommendations	 and	 monitoring	 on	 diet,	 exercise	 and	 other	 lifestyle	 decisions.	 	 The	
recommendations	are	based	on	blood	sugar	readings,	medical	records,	diet	logs	and	activity	
logs	and	have	led	to	substantial	improvements	in	the	health	of	app	users.	 	 	 The	U.S.	based	
web	portal	PatientsLikeMe	allows	patients	to	connect	with	patients	who	are	similarly	situated,	
sharing	 data	 to	 benchmark	 disease	 progression,	 sharing	 experiences	 on	 treatments	 and	
outcomes,	sharing	information	on	drugs	under	development,	and	helping	recruit	patients	for	
clinical	 trials.	 PatientsLikeMe	 is	 financed	 in	 part	 through	 the	 sale	 of	 anonymized	 data	 to	
pharmaceutical	 firms.	 	 Another	 U.S.	 firm,	 My	 Own	 Med,	 has	 developed	 a	 customizable	
digital	 platform	 and	mobile	 health	 app	 that	 captures	 between-visit	 patient	 health	 data	 to	
strengthen	caregiver	support	and	patient	awareness	and	to	inform	physician	clinical	decision-
making	tools.	
Data	Needs:	Smart	healthcare	applications	 require	access	 to	 sensitive	medical	 information	
with	identifiers,	including	medical	records,	test	results,	diet	logs	and	activity	logs.	 	 	
	

	
	
	

                                            
2 	 https://vitaltransformation.com/wp-content/uploads/2014/10/DGS_17-10-Opt-in-Opt-out-Patient-Led-Databases-MAPPs-DG3.pdf.	 	 	

Accessed	July	30,	2017. 
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PART	III.	POLICIES	ON	CONSENT,	PRIVACY,	DATA	INTEGRATION,	DATA	TRANSFER	
	
This	section	describes	policies	on	consent,	privacy,	data	integration,	and	data	transfer.	 	 For	
each	of	these	policy	domains,	we	begin	by	describing	current	policies	and	practices	in	 	 Korea.	 	
We	then	select	best	and	worst	practices	among	comparator	nations	to	establish	the	range	of	
policies	currently	in	play	internationally.	 	 	 	
	
Korea	 sets	 the	 bar	 on	 protection	 of	 data	 through	 judicial	 decisions	 and	 statute.	 	 The	
Constitutional	Court	of	Korea	has	affirmed	 individual	 rights	 to	privacy	with	 respect	 to	 the	
home,	communications	and	personal	data.	It	has	asserted	that	“the	right	to	control	one’s	own	
personal	information	is	a	right	of	the	subject	of	the	information	to	personally	decide	when,	
to	whom	or	by	whom	and	to	what	extent	his	or	her	information	will	be	disclosed	or	used,”	
with	a	 series	of	 rulings	directed	against	 threats	 to	privacy	 from	both	 the	government	and	
private	sector.	 	 	 	 	 	
	
The	Personal	Information	Protection	Act	(PIPA)	of	2011	addresses	potential	threats	to	privacy	
posed	by	both	public	and	private	sectors.	 	 It	contains	explicit	provisions	on	what	data	can	be	
gathered,	on	how	data	is	to	be	used	and	protected,	on	what	forms	of	notification	and	consent	
are	required,	on	terms	and	conditions	of	disclosure	for	transfer	to	third	parties,	and	on	what	
services	may	not	be	denied	to	parties	that	do	not	consent.	 	 Each	of	these	provisions	will	be	
treated	separately	in	the	sections	below.	 	 	
	
PIPA	 also	 established	 institutions	 and	 processes	 to	 enforce	 these	 provisions.	 	 PIPA	
authorized	 creation	 of	 two	 Commissions	 with	 distinctive	 functions.	 	 The	 Personal	
Information	 Protection	 Commission	 (PIPC)	 was	 formed	 to	 advise	 on	 matters	 of	 policy,	
translating	the	words	of	the	statute	 into	operational	guidance.	 	 The	Personal	 Information	
Dispute	Mediation	Committee	 (PIDMC)	was	 formed	to	mediate	or	adjudicate	as	 individual	
complaints	arise.	 	 Where	violations	of	PIPA	standards	are	alleged,	PIPA	placed	the	burden	of	
proof	 on	 those	 gathering	 and	 using	 data	 to	 show	 that	 they	 are	 in	 compliance	with	 PIPA	
requirements.	 	 	
	
The	 is	 rightly	 praised	 for	 the	 scope	 and	 intensity	 of	 its	 policies	 protecting	 the	 data	 of	
individuals,	exceeding	by	a	considerable	margin	protections	recommended	by	the	OECD	and	
European	Union.	 	 PIPA	 is	 arguably	 the	most	 comprehensive	 body	 of	 law	 on	 privacy	 and	
consent	 in	 the	 world,	 with	 a	 unique	 combination	 of	 detailed	 guidance	 and	 specialized	
institutions	to	enforce	terms	and	conditions.	 	 	
	
To	what	extent	do	those	policies	that	protect	privacy	have	the	effect	of	inhibiting	effective	
utilization	of	medical	data	 to	 improve	health	outcomes	and	 foster	biomedical	 innovation?	 	 	
How	do	Korean	policies	and	practices,	and	their	effects	on	health	data	utilization,	compare	
with	 the	policies	 and	practices	of	 comparator	nations?	 	 Are	 there	ways	of	 improving	 the	
terms	of	tradeoffs	across	privacy	protection	and	data	utilization?	
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To	select	countries	whose	policies	may	provide	lessons,	good	and	bad,	for	Korea,	the	research	
team	used	a	2013	OECD	survey	of	expectations	on	whether	electronic	healthcare	data	would	
be	used	for	national	health	care	monitoring	by	2018.	 	 As	Figure	1	suggests,	Finland,	Israel,	
Singapore	 and	 the	 United	 Kingdom	were	 viewed	 as	 very	 likely	 to	make	 use	 of	 electronic	
healthcare	data.	 Japan	and	Korea	were	 in	 the	middle	of	 the	pack,	 viewed	as	 likely	 to	use	
electronic	health	records.	 	 Germany	was	viewed	as	very	unlikely	to	make	use	of	electronic	
healthcare	 data.	 	 Respondents	were	 unsure	 on	 the	 prospects	 for	 the	United	 States.	 	 As	
might	be	expected,	many	of	these	countries	have	conducted	reappraisals	of	policies.	 	 We	
focus	 on	 recent	 revisions	 in	 national	 policies,	 noting	 that	 many	 countries	 have	 made	
significant	changes	to	their	policies	in	2015-2017.	 	
	 	 	 	

	
	
III-A:	ON	CONSENT	AND	DATA	UTILIZATION	
	
KOREAN	POLICES	ON	CONSENT:	 Policies	 on	 consent	 in	 the	Korea,	 as	 defined	by	PIPA	 and	
rulings	of	the	Constitutional	Court,	are	more	extensive	and	detailed	than	in	other	advanced	
industrial	 countries.	 	 G.W.	 Greenleaf	 summarized	 key	 provisions	 of	 PIPA	 that	 bear	 on	
consent.3	

1. At	the	time	data	is	collected,	the	collector	of	data	must	inform	data	subjects	of	how	
the	data	will	be	used	and	data	subjects	must	consent	to	data	collection.	 	 Under	PIPA,	
the	purposes	of	data	processing	must	be	defined	explicitly	(Article	3).	

                                            
3	 G.W.	Greenleaf	PIPA	in	Asian	Data	Privacy	Laws	(Oxford,	2014),	9	points	on	consent	distilled	from	pp	123-157	
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2. Under	 PIPA,	 consent	 is	 specific	 to	 narrowly	 defined	 and	 limited	 purposes.	 “Data	
subjects	have	the	right	to	be	informed	of	these	purposes	and	to	consent	to	the	uses.”	
(Article15	(1)).	 	

3. The	bundling	of	consent	for	data	utilization	for	mixed	purposes	is	forbidden	(Article	22	
(1)).	 	 This	provision	was	at	the	heart	of	a	PIPC	decision	suggesting	that	when	Google	
created	 a	 combined	 terms	 of	 service,	 it	 did	 not	 define	 with	 sufficient	 clarity	 the	
purposes	of	its	data	collection.	

4. Consent	 is	 required	 whenever	 data	 is	 used	 for	 something	 other	 than	 the	 original	
purpose	for	which	the	data	was	collected.	(18	(2)).	Because	original	purpose	must	be	
defined	narrowly	under	PIPA	(Article3),	in	practice,	additional	rounds	of	consent	are	
required	more	frequently	in	Korea	than	in	other	advanced	industrial	countries.	 	

5. The	methods	through	which	consent	is	to	be	obtained	are	defined	by	Article	22	(6).	
The	specificity	of	methods	required	have	the	effect	of	making	it	more	difficult	to	obtain	
consent	in	Korea	than	in	other	advanced	industrial	countries.	 	 	

6. Provisions	 for	 a	 “right	 to	 elect	 scope	of	 consent”	 (Article	 4	 (2))	 are	 not	 yet	 clearly	
defined,	but	may	be	interpreted	as	forbidding	opt	out	provisions.	 	 	 	

7. PIPA	imposes	tough	“opt	in”	consent	requirements	for	targeted	marketing,	sales	calls	
and	other	commercial	uses	of	data	that	entail	contacting	data	subjects	(Article	22	(3))	 	 	 	
It	 is	 not	 clear	 whether	 these	 more	 rigorous	 requirements	 would	 also	 apply	 to	
contacting	data	subjects	for	recruitment	as	subjects	in	clinical	trials.	

8. Exemptions	 from	consent	requirements	are	provided	for	public	health	and	national	
security	purposes	if	the	data	is	“urgently	needed”	and	so	long	as	the	exempted	data	is	
“processed	as	 little	as	possible.”	 (Article	58	 (1)).	This	provision	 is	 intended	to	cover	
process	tracing	for	public	health	ends,	but	 it	 is	not	clear	 if	 it	covers	adverse	effects	
reporting,	data	curation	and	trial	subject	recruiting.	 	 	 	 	

9. Exemptions	 from	 consent	 requirements	 are	 provided	 for	 academic	 and	 statistical	
research	using	fully	de-identified	data.	 	 Exemptions	from	consent	requirements	are	
also	provided	for	utilization	of	de-identified	legacy	data	where	contacting	individuals	
may	be	impossible.	 	 	 	 	 	 	

In	practice,	 these	 consent	 requirements	 taken	 together	 create	 substantial	 impediments	 to	
data	 utilization.	 	 Requirements	 for	 specification	 of	 purposes	 and	 securing	 consent	 on	
collection	 of	 data	 are	 consistent	 with	 practices	 in	 most	 advanced	 industrial	 nations.	 	 	
However,	restrictions	on	bundling	consent	for	distinct	purposes	preclude	securing	consent	for	
general	purposes,	while	requirements	for	securing	consent	for	any	uses	not	specified	at	the	
time	 of	 collection	 and	 specifications	 of	 methods	 of	 securing	 consent	 greatly	 limit	 data	
utilization	for	to	advance	health	innovation.	 	 	
	
COMPARATOR	POLICIES	ON	CONSENT	THAT	ALLOW	DATA	UTILIZATION	
	
JAPAN:	Revisions	to	the	Law	on	the	Protection	of	Personal	Information	that	came	into	effect	
in	 2017	 have,	 enabled	 the	 use	 of	 clinical	 records	 for	 research	 without	 asking	 for	 patient	
consent.	 But	 to	 use	 such	 data,	 each	 hospital	 and	 clinic	 is	 responsible	 for	making	 its	 data	
anonymous	by	deleting	patients’	names	and	other	privacy	information.	This	is	seen	as	difficult	
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for	organizations	whose	primary	job	is	providing	health	care.4	 	 	 	 	 	
	
EU:	 The	 EU	 Parliament,	 Commission,	 and	 Council	 have	 now	 agreed	 to	 a	 General	 Data	
Protection	 Regulation	 that	 will	 harmonize	 aspects	 of	 data	 protection	 across	 Europe.	 As	 a	
regulation,	the	General	Data	Protection	Regulation	will	be	directly	binding	and	carries	over	
many	of	the	same	principles	as	the	Data	Protection	Directive.	 	 For	research	and	bio-banking,	
broad	consent	is	generally	acceptable,	where	it	is	not	possible	to	be	specific	about	the	purposes	
of	the	research.	 	 Member	states	will	also	be	able	to	legislate	for	processing	of	health	data	for	
research	purposes	without	consent,	 so	 long	as	 safeguards	are	 in	place,	and	 the	 regulation	
requires	safeguards,	such	as	pseudonymization,	to	be	used,	where	possible,	in	research.5	
	
UK:	 The	 Data	 Protection	 Act	 of	 1998	 implements	 the	 EU	 Data	 Protection	 Directive	 and	
regulates	the	‘‘processing	of	personal	data,’’	also	allowing	processing	for	research	purposes	(s.	
33).	In	the	United	Kingdom,	it	is	not	necessary	to	gain	the	explicit	consent	of	the	data	subject	
to	process	sensitive	data	for	research	purposes	if	conditions	set	out	in	a	Processing	of	Sensitive	
Personal	 Data	 Order	 are	met.	 This	 requires	 the	 processing	 to	 be	 in	 the	 substantial	 public	
interest,	necessary	for	research	purposes,	that	it	does	not	support	measures	or	decisions	with	
respect	to	any	particular	data	subject	otherwise	than	with	the	explicit	consent	of	that	data	
subject	and	that	 it	does	not	cause,	nor	 is	 likely	 to	cause	substantial	damage	or	substantial	
distress	to	the	data	subject	or	any	other	person.	 	
	
COMPARATOR	POLICY	ON	CONSENT	THAT	LIMIT	DATA	UTILIZATION	
	
GERMANY:	The	law	in	Germany	differs	from	other	European	countries	as	it	often	has	higher	
protections	 than	 those	 stipulated	 in	 European	 law.	 An	 example	 of	 this	 is	 the	 consent	
requirements	 for	 the	use	of	 data	 in	 research.	Consent	 needs	 to	 be	given	 in	writing	unless	
special	circumstances	warrant	another	form.	The	EU	Data	Protection	Directive	is	implemented	
in	a	federal	act	and	fragmented	across	individual	state	and	canonical	legislation	in	Germany.	
These	 instruments	 distinguish	 between	 public	 and	 private	 entities	 and	 do	 not	 apply	 to	
anonymized	data.	The	definition	of	sensitive	data	expressly	includes	health	data.	All	data	use	
ought	 to	 take	 place	 under	 the	 umbrella	 of	 valid	 informed	 consent.	 Derogations	 from	 this	
principle	 are	 possible	 in	 cases	 where	 the	 scientific	 value	 of	 the	 exercise	 outweighs	 the	
individuals’	right	to	opt	out	or	where	research	cannot	otherwise	not	be	undertaken	at	all	or	
only	at	disproportionate	effort.	This	is	a	unique	feature	of	the	German	law	as	it	 is	a	higher	
standard	 than	 the	 requirements	 of	 95/46/EC	 Directive.	 It	 is	 possible	 that	 this	 ‘‘special	
circumstance’’	 may	 exist	 in	 the	 field	 of	 scientific	 researc,	 but	 generally,	 consent	 shall	 be	
recorded	 in	 writing,	 where	 special	 categories	 of	 personal	 data,	 such	 as	 health	 data,	 are	
collected,	processed,	or	used.	 	
	
	 	

                                            
4	 Interview	Cabinet	Office,	August	2017.	
5	 The	EU,	UK	and	German	paragraphs	are	paraphrases	of	sections	extracted	from	Jane	Kaye,	Linda	Bricen	Moraia,	Liam	Curren,	Jessica	Bell,	
Colin	Mitchell,	 Sirpa	 Soini,	 Nils	 Hoppe,	Morten	Øien,	 and	 Emmanuelle	 Rial-Sebbag,	 “Consent	 for	 Biobanking:	 The	 Legal	 Frameworks	 of	
Countrie	in	the	BioSHaRE-EU	Project,”	in	Biopreservation	and	Biobanking,	Volume	14,	Number	3,	2016	DOI:	10.1089/bio.2015.0123	
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COMPARATOR	POLICY	ON	CONSENT	THAT	ALLOWS	EXPANSIVE	DATA	UTILIZATION	
	
SINGAPORE:	 On	 the	 surface,	 Singapore	 appears	 to	 applies	 an	 “opt-in”	mechanism,	where	
consent	 is	required	for	data	collection,	use,	and	disclosure.	 	 In	practice,	exceptions	to	the	
principle	of	“opt-in”	are	so	broad	that	Singapore’s	data	privacy	law	is	essentially	an	“opt-out”	
system	with	 little	 recourse	 for	actually	opting	out.	 	 Exceptions	 to	consent	specified	under	
Singaporan	 law	 referring	 to	 “the	 “collection	 of	 personal	 data	 without	 consent,”	 “use	 of	
personal	 data	 without	 consent,”	 and	 “disclosure	 of	 personal	 data	 without	 consent”	
respectively.	 	 The	 schedules	 are	 broadly	 worded.	 	 For	 example,	 according	 to	 second	
schedule,	collection	without	consent	is	permitted	if	collection	is	necessary	for	any	purpose	
that	is	clearly	in	the	interest	of	the	individual,	if	consent	for	its	collection	cannot	be	obtained	
in	a	timely	way	or	the	individual	would	not	reasonably	be	expected	to	withhold	consent;	 	 the	
government	may	collect	data	without	consent	 if	 the	collection	 is	necessary	 in	the	national	
interest;	 insurance	 companies	 and	 businesses	 may	 collect	 personal	 information	 without	
consent	with	regards	insurance	coverage	and	employment	if	the	collection	is	necessary	for	
evaluative	purposes.6	
	
III-B:	ON	PRIVACY	POLICIES	AND	DATA	UTILIZATION	
	
KOREAN	POLICIES	ON	PRIVACY:	 	 PIPA	sets	 forth	explicit	 guidelines	on	de-identification	of	
data	 sets.	 	 	 	 Article	 24	 includes	 specific	 provisions	 barring	 the	 collection	 of	 unique	
identifiers	 such	 as	 Resident	 Registration	 numbers,	 passport	 numbers,	 and	 driver’s	 license	
numbers.	 	 PIPA	 also	 contains	 provisions	 on	 	 how	 data,	 when	 combined,	 may	 allow	
identification	 of	 individuals.	 	 Public	 sector	 data	 collectors	 are	 exempted	 from	 these	
requirements.	 These	 provisions	 are	 similar	 to	 privacy	 standards	 in	 most	 other	 advanced	
industrial	countries.	

The	Korean	Courts	have	adopted	standards	on	de-identification	and	data	security	that	
may	 be	more	 stringent	 than	 PIPA.	 	 In	 one	 case,	 the	 Court	 ruled	 that	 4	 digits	 of	 a	 phone	
number	could	be	viewed	as	an	identifier.	 	 Court	rulings	on	what	levels	of	care	are	necessary	
to	protect	against	unauthorized	data	releases	caused	by	hackers	and	employee	 inside	 jobs	
have	been	inconsistent,	with	no	clear	pattern	emerging.	

Finally,	 the	 task	 of	 stripping	 data	 sets	 of	 identifying	 information,	 from	 whole	 RR	
numbers	 to	 fragments	 of	 information	 that	 may	 be	 combined	 to	 allow	 identification	 of	
individuals,	is	complex	and	may	be	beyond	the	skill	level	of	some	data	collectors.	 	 Limits	on	
transfer	of	identifiable	information	to	third	parties	may	limit	the	ability	of	data	collectors	to	
turn	to	specialists	to	anonymize	data	sets.	 	 	 	 	 	
	
COMPARATORS:	PRIVACY	POLICIES	THAT	ALLOW	DATA	UTILIZATION	
	
ISRAEL:	 Observers	 have	 suggested	 that	 Israeli	 regulations	 impose	 relatively	 minimal	
restrictions	related	to	privacy	and	consent	beyond	the	need	to	obtain	informed	consent	for	
use	 of	 genetic	 information	 and	 samples	 for	 research.	 The	 privacy	 and	 data	 protection	

                                            
6	 Paraphrase	of	Cheng	Yi	Lewis	Won,	 	 “Privacy	and	Consent	in	Singaporean	Data	Protection,”	 	 2017.	
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requirements	 that	 researchers	 are	 expected	 to	 follow	are	 specified	by	 institutional	 review	
boards	operating	with	more	flexibility	than	Korean	counterparts.7	 	
	
SINGAPORE:	 	 Recognising	that	anonymisation	is	a	technical	process,	the	Advisory	Guidelines	
of	 Singapore	 suggest	 that	 “organisations	 may	 consider	 hiring	 anonymisation	 experts,	
statisticians,	or	 independent	 risk	assessors”	 to	aid	 in	 their	 “assessment	of	 the	appropriate	
anonymisation	 technique	 to	 apply.”	 	 Such	 3rd	 party	 contractors	 are	 termed	 “data	
intermediaries”,	 referring	 to	 actors	 who	 “process	 personal	 data	 on	 behalf	 of	 and	 for	 the	
purposes	of	another	organisation	pursuant	to	a	contract”.	These	intermediaries	need	to	follow	
the	 Data	 Protection	 Provisions	 related	 to	 the	 protection	 and	 retention	 of	 personal	 data.	 	
However,	 the	 guideline	 fails	 to	 mention	 the	 certification	 requirement	 of	 these	 3rd	 party	
experts	and	assessors.	
	
JAPAN	passed	a	law	in	May	to	allow	hospitals	and	clinics	to	provide	patient	data	to	private-
sector	 companies	 to	 be	 accredited	 by	 the	 state.	 	 Such	 companies	will	 be	 responsible	 for	
making	the	data	anonymous	and	searchable.	 	 The	system	is	not	mandatory,	meaning	that	
only	 hospitals	 that	 want	 to	 provide	 such	 data	 to	 companies	 can.	 The	 accredited	 data	
companies	will	 store	 and	make	 patient	 information	 anonymous,	 and	will	 provide	 them	 to	
academic	 researchers,	 drug	 companies	 or	 government	 agencies	 for	 a	 fee.	 	 Hospitals	 and	
clinics	 that	want	 to	provide	such	 information	can	do	so	by	 informing	patients	beforehand.	
Patients	can	opt	out	if	they	do	not	wish	to	participate,	he	added.	
	
COMPARATOR:	US	HIPAA	LIMITS	DATA	UTILIZATION	WITHOUT	PROTECTING	PRIVACY	
US:	 Critic	 Nicholas	 Terry	 suggests	 that	 HIPAA	manages	 to	 impede	 data	 utilization	without	
protecting	privacy.	He	argues:	“This	HIPAA	data	protection	model	has	several	important	(and	
unsatisfactory)	properties.	First,	the	protective	model	is	almost	exclusively	disclosure-centric.	
That	is,	HIPAA	does	not	limit	or	regulate	collection	of	data.	Thus,	there	are	no	controls	over	
what	or	how	much	data	can	be	collected,	for	example,	by	reference	to	a	proportionality	rule.	
Similarly,	 there	 is	 no	 requirement	 that	 patients	must	 opt	 in	 or	may	opt	 out	 regarding	 the	
collection	of	certain	types	of	data	(e.g.,	psychiatric	or	gynecological	records).	Furthermore,	
HIPAA	does	not	place	any	restrictions	on	secondary	uses	of	data,	other	than	simple	patient	
consent	that	 is	mainly	oblivious	to	the	 informational	and	bargaining	asymmetries	between	
the	 parties	 (HHS,	 2002c).	 Additionally,	 for	 example,	 there	 is	 no	 prohibition	 (consent	
notwithstanding)	 on	 the	 sale	 of	 clinical	 data	 for	 commercial	 purposes	 (that	 would	 be	
described	as	an	inalienability	rule).	Finally,	the	HIPAA	model	shows	little	respect	for	its	own	
red–green	zone	boundaries	because	it	features	broad	exceptions	(e.g.,	public	health,	judicial,	
and	regulatory)	to	its	protective	model	that	do	not	require	patient	consent	to	data	processing	
and	that	are	susceptible	to	“function	creep”	(HHS,	2002e).”8	
	
	
	

                                            
7	 Israel	case	is	paraphrase	of	Shlomiya	Bar-Yam	Lightfoot,	“Privacy	and	Consent	in	Israeli	Data	Protection,”	2017.	
8Nicolas	P.	Terry,	Legal	Issues	Related	to	Data	Access,	Pooling	and	Use.	 	 As	cited	by	Courtney	Diamond,	 	 “US	Privacy	and	Consent	Policies	
and	Data	Utilization,”	2017.	 	
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III-C.	 	 ON	DATA	INTEGRATION	AND	TRANSFER	
	
KOREAN	POLICES	ON	DATA	INTEGRATION	AND	TRANSFER	
Integration	 of	 data	 sets	 is	 limited	 by	 several	 provisions	 of	 PIPA.	 	 First,	 PIPA	 restricts	 the	
transfer	 of	 data	 containing	 identifiers	 to	 third	 parties.	 	 This	makes	 difficult	 the	 linking	 of	
individual	 records	 in	 disparate	 data	 sets.	 	 	 Second,	 PIPA	 limits	 the	 transfer	 of	 data	 for	
processing	that	is	beyond	the	scope	of	purposes	defined	at	the	original	time	of	data	collection	
without	consent.	 	 This	limits	the	repurposing	of	data	collected	for	one	goal	for	other	ends.	
The	prohibition	on	transfer	of	sensitive	data	with	identifiers	to	third	parties	holds	even	if	a	
data	subject	gives	consent.9	 	 	 	 	 	 	 	

With	 respect	 to	 data	 integration,	 Korea	 has	 sought	 to	 develop	 standards	 and	
guidelines	 for	 generation	 of	 unique	 cryptographic	 codes	 from	 fragments	 of	 telephone	
numbers,	 RR	 numbers,	 and	 addresses	 with	 the	 purpose	 of	 linking	 records	 on	 individuals	
without	using	or	disclosing	classic	identifiers	of	individuals.	 	 We	note	that	this	approach	to	
data	 integration	may	 be	 difficult	 to	 reconcile	with	 Korean	 Court	 rulings	 that	 fragments	 of	
phone	 numbers	 should	 be	 viewed	 as	 identifiers.	 	 With	 respect	 to	 securing	 consent	 for	
purposes	 not	 covered	 explicitly	 by	 consent	 at	 the	 time	 of	 data	 collection,	 Korea	 has	 not	
developed	methods	of	working	around	this	problem.	 	 	
	 	 	 	 	 	 	 	 	 	 	
COMPARATOR	STRATEGIES	ON	DATA	INTEGRATION	AND	TRANSFER	
	
SENTINEL:	DISTRIBUTED	DATA	SYSTEM	SERVING	FDA	
The	Sentinel	system,	developed	by	FDA	to	enhance	adverse	effects	reporting,	is	an	example	
of	how	to	work	around	privacy,	consent	and	ownership	 issues	that	preclude	 integration	of	
data	sets.	
Data	Quality:	Data	partners,	not	Sentinel,	retain	patient-level	data	per	the	industry	standard,	
maintain	 control	 of	 data	 behind	 firewalls,	 and	 respond	 to	 queries	 sent	 by	 the	 Sentinel	
operations	 center.	 Data	 curation	 is	 the	 responsibility	 of	 data	 partners.	 Sentinel	 leverages	
existing	data	standards	used	by	insurers	and	clinicians	in	the	US.	 	
Data	Access	-	Ownership	and	Consent:	Data	partners	collect	data	for	administrative,	billing,	
and	clinical	care	purposes,	are	responsible	for	protection	and	appropriate	use	of	data,	and	
must	secure	approval	for	research	from	their	IRBs.	 	 Because	Sentinel	is	part	of	a	program	of	
active	surveillance	for	adverse	effects	of	drugs,	Sentinel	queries	are	treated	under	a	public	
health	exception	doctrine	not	 requiring	 IRB	approval.	Only	 the	FDA	may	 initiate	queries	 in	
Sentinel.	 	
Analytical	 methods:	 The	 reliance	 on	 a	 distributed	 structure,	 with	 queries	 to	 data	 owners	
returning	 marginal	 counts	 or	 intermediate	 matrices	 rather	 than	 individual-level	 data,	
complicates	 the	 use	 of	 advanced	 analytical	 methods	 to	 control	 for	 selection	 effects	 and	
interaction	effects,	limits	data	curation,	precludes	follow-up	queries	for	further	information	
on	individual	cases.	 	
	
	
                                            
9A	 Korean	 app	developer	 has	worked	 around	 this	 prohibition	 on	 transfer	 of	 sensitive	 information	with	 identifiers	 by	 asking	 patients	 to	
photograph	and	email	their	medical	records.	
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US	OPTUM	LABS	–	A	CENTRALIZED	SYSTEM	SERVING	UNITED	HEATHCARE	
Optum	Labs	created	a	private	integrated	data	set	for	research	on	the	effectiveness	of	drugs	
for	a	private	payer,	United	Healthcare.	 	 	
Data	Quality:	Health	care	data	from	de-identified	claims	and	clinical	data	from	multiple	health	
plans	and	provider	groups.	 	
• The	data	are	integrated	across	care	settings,	longitudinally	linked	at	the	patient	level,	and	

stored	in	a	secure	central	location.	 	
• The	 centralized	 data	 facilitates	 rapid	 turnaround	 on	 analyses,	 and	 enables	 close	

investigation	 of	 rare	 events,	 small	 patient	 subgroups	 and	 other	 inquiries	 difficult	 to	
conduct	with	distributed	data	model.	 	

• The	centralized	model	also	 facilitates	direct	queries	of	 the	 full	database	 to	 test	project	
feasibility	 and	 generate	 preliminary	 descriptive	 results	 without	 needing	 to	 distribute	
common	 protocols	 to	 remote	 data	 holders,	 obtain	 iterative	 approvals,	 and	 aggregate	
results	across	sites	post	analysis.	 	

• All	 data	 from	 contributing	 plans	 and	 EMRs	 are	 subjected	 to	 numerous	 edit	 checks	 to	
cleanse	the	data	to	support	research.	 	

• Up	 to	 85%	 of	 EMR	 clinical	 content	 originally	 resides	 in	 unstructured	 data.	 	 As	 a	
consequence,	 thousands	 of	 clinical	 data	 elements	 are	 extracted	 from	 EMRs	 through	
natural	 language	processing	 (NLP),	curated,	normalized	and	then	 linked	to	claims	at	an	
individual	level	to	add	depth	to	the	claims	population	breadth.	 	

Data	Access	–	Ownership	and	Consent:	 	
• Optum	 obtains	 rights	 to	 use	 de-identified	 claims	 and	 EMR	 data	 for	 research	 from	

contributing	health	plans	and	provider	groups	under	its	business	associate	relationships	
with	these	organizations.	

• Patient-protected	 health	 information	 is	 encrypted	 and	 double	 hashed	 into	 unique	
identifiers	 that	 enables	 data	 to	 be	 linked	 across	 sources	 in	 a	 completely	 de-identified	
manner.	 	

• A	statistical	expert	 in	de-identification	approves	all	views	and	determines	that	the	data	
elements	 in	combination	present	a	“very	small”	risk	of	re-identification,	as	specified	by	
HIPAA.	 	

Analytical	methods:	 	
• The	reliance	on	a	centralized	structure,	with	direct	access	to	anonymized	individual	data,	
permits	 the	 use	 of	 advanced	 analytical	 methods	 to	 control	 for	 selection	 effects	 and	
interaction	effects	and	allows	follow-up	queries	for	further	information	on	individual	cases.	

• But	centralized	architecture	limits	Optum	access	to	a	smaller	set	of	data	sources	than	the	
Sentinel.	

	
COMPARATORS:	 	 PURPOSE	BUILT	BIOBANKS	WITH	ENABLING	LEGISLATION	
	
Biobanks	 typically	 combine	 tissue	 samples,	 genomic	 data	 and	 assorted	 health	 records	 for	
purposes	 of	 research.	 Many	 nations	 are	 now	 revising	 policies	 on	 privacy,	 consent	 and	
ownership	 to	 improve	 pooling	 and	 utilization	 of	 health	 data	 for	 the	 specific	 purpose	 of	
creating	purpose	built	biobanks.	 	 These	efforts	should	be	not	be	viewed	as	general	reforms	
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of	 privacy	 or	 consent	 policies,	 but	 rather	 as	 carve	 outs	with	 the	 narrowly	 defined	 end	 of	
facilitating	what	are	typically	public	sector	led	biobanks	for	research	goals.	 	
	
European	 Union:	 Official	 EU	 based	 biobanks	 include	 BioSHaRE-EU	 and	 UK	 Generation	
Genome.	 	 Several	nations	have	developed	 integrated	 legal	packages	to	foster	data	use	 in	
research.	Norway	adopted	a	Health	Research	Act	 (Helseforskningsloven).	Finland	passed	a	
pioneering	Biobank	Act	in	2013	and	will	be	considering	further	reforms	in	2017-2018.	 	 Most	
EU	 members	 including	 Germany	 and	 Netherlands	 have	 made	 piecemeal	 adjustments	 in	
privacy	 and	 consent	 lawwith	 sector	 specific	 policies	 divided	 across	 ministries.	 	 	 All	 EU	
members	have	adopted	measures	to	implement	the	EU	Data	Protection	Directive.	
	
Japan:	 	 The	government	of	Japan	has	made	substantial	public	 investments	in	at	 least	two	
biobanks.	 	 	 The	Tohoku	Medical	Megabank	to	provide	a	representative	cross	section	of	the	
Tohoku	region.	 	 Biobank	Japan	was	established	to	provide	disease	/	indication	specific	slices	
rather	 than	 a	 general	 cross	 section.	 	 To	 foster	 future	 biobank	 development,	 Japan	 has	
passed	 an	 Amended	 Act	 on	 the	 Protection	 of	 Personal	 Information	 with	 an	 associated	
Personal	 Information	 Protection	 Commission	 in	 2016	 and	 the	 Next	 Generation	 Medical	
Infrastructure	Law	(Jisedai	Iryo-kiban	Ho)	in	2017.	 	 	 	
	
China:	The	government	has	made	substantial	public	investments	in	the	Chinese	National	Gene	
Bank	 in	 Shenzen.	 	 The	 facility	 is	 administered	 by	 BGI.	 	 To	 support	 the	 development	 of	
advanced	biotechnologies,	China	has	 reformed	 its	policies	on	 consent	and	data	utilization	
with	an	explicit	turn	toward	opt-out	consent.	 	 This	change	in	policy	does	not	eliminate	public	
concern	over	adverse	use	of	genomic	data.	 	 	 	
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PART	IV.	 	 SOME	KOREAN	POLICY	OPTIONS	
	
This	report	offers	a	package	of	options	on	policy	 issues	facing	Korea.	 	 This	 is	more	than	a	
simple	list	of	“best	practices”	from	the	countries	treated	in	the	previous	section.	 	 	

• Recommendations	A	to	E	should	be	viewed	as	a	package	that	combines	substantive	
elements	 to	 be	 considered	 jointly,	 with	 emphasis	 on	 the	 need	 to	 strengthen	
protections	 for	 privacy	 and	 defenses	 against	 adverse	 use	 of	 information	 as	 a	
precondition	for	moving	toward	an	opt-out	consent	system.	 	 	 	

• Recommendation	 F	 turns	 to	 issues	 of	 institutional	 design	 on	 the	 accountable	
invocation	of	technical	expertise	while	defending	privacy	and	consent	and	on	how	to	
plan	for	adaptation	in	the	presence	of	rapidly	evolving	understandings	of	health	care	
issues,	technological	capabilities	and	public	values.	 	 	 	 	 	 	

	
A.	 On	 Consent:	 We	 recommend	 adoption	 of	 a	 system	 with	 implied	 broad	 consent	 upon	
enrollment	and	an	opt-out	system	of	consent	on	subsequent	utilization	of	data,	with	variation	
in	stringency	depending	on	the	uses	of	data,	the	extent	of	de-identification,	and	the	sensitivity	
of	data	and	with	special	provisions	for	treatment	of	legacy	data.	

Upon	enrollment	in	a	national	health	care	system	or	private	system	with	electronic	
health	 care	 records,	 on	 entry	 into	 a	 patient	 registry,	 on	 donation	 of	 tissue	 samples	 to	 a	
biobank,	and	on	donation	of	a	sample	for	purposes	of	genomic	sequencing,	individuals	should	
be	informed	that	said	information	may	be	used	for	health	related	purposes	including	disease	
surveillance,	 adverse	 effects	 reporting,	 effectiveness	 studies,	 drug	 repurposing,	 and	 drug	
discovery.	 	 This	 feature	 is	 patterned	 after	 the	 “broad	 consent”	 practices	 in	 the	 United	
Kingdom	as	described	in	Part	III	of	this	report.	 	 	 	

After	being	informed	of	potential	uses,	subjects	should	be	given	an	opportunity	to	
opt	out	of	having	their	personal	information	used.	Opt	out	systems,	modelled	on	policies	in	
Finland	and	Israel,	establish	defaults	that	enable	effective	utilization	of	data	in	most	instances	
while	empowering	individuals	with	concerns	to	impose	limits	on	data	use.	 	 Opt-out	systems	
of	 consent	 increase	participation	 rates	 relative	 to	opt-in	 systems,	 increasing	 the	statistical	
power	of	population-based	studies	and	reducing	selection	biases	that	threaten	the	scientific	
validity	 of	 studies.	 For	 intervention	 studies	 and	 conventional	 medical	 research	 that	 may	
impose	substantial	health	 risks,	explicit	 informed	subject	consent	 for	 the	specific	 research	
proposed	 is	 essential.	 	 We	 suggest	 that	 opt-out	 systems	 of	 consent	 are	 appropriate	 for	
observational	studies	based	on	secondary	uses	of	electronic	health	records,	patient	registries,	
tissue	samples	and	genomic	data.	 	 	

Under	 no	 conditions	 should	 provision	 of	 consent	 be	 required	 as	 a	 condition	 of	
receiving	medical	treatment	or	other	benefits.	 	 However,	we	note	that	this	approach	may	
fairly	 be	 seen	 as	 “bundling	 consent”	 for	 diverse	 purposes,	 and	 as	 such	 may	 be	 seen	 as	
inconsistent	with	PIPA	Article	22	(1).	 	 	

The	default	should	be	that	individuals	are	assumed	to	agree	to	use	of	their	data	for	
public	health	and	research,	but	that	individuals	with	concerns	would	be	informed	of	uses	and	
would	have	an	opportunity	to	opt-out	from	allowing	their	data	to	be	used	for	these	purposes.	
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B.	 On	 Protecting	 Individuals:	 Korea	 has	 a	 moral	 obligation	 to	 strengthen	 protections	 for	
individuals	who	allow	data	to	be	used	to	serve	the	public	interest	in	improving	health	care	
systems.	 	 This	is	particularly	true	if	the	default	is	for	data	to	be	utilized	unless	individuals	opt	
out.	 	 The	Government	of	Korea	also	has	a	practical	interest	in	strengthening	protections	for	
individuals	 in	order	to	reduce	the	numbers	of	those	who	may	choose	to	opt	out.	Thus	the	
Government	 Korea	 should	 consider	 a	 package	 of	measures	 to	 protect	 individuals	 against	
abuses	and	misuses	of	data:	 	
1.	Korea	should	strengthen	current	provisions	that	require	researchers	to	create	data	sets	and	
conduct	analysis	in	a	manner	that	protects	individual	from	deliberate	or	accidental	release	of	
identifiable	sensitive	information.	 	 	 These	provisions	should	include	improved	standards	for	
de-identification	of	data,	requirements	for	protecting	identifiable	data	against	unauthorized	
access,	provisions	for	certification	of	methods	for	generating	unique	individual	keys	to	link	
records	to	combine	data	sets,	security	screening	of	embedded	software	in	decentralized	data	
systems.10	
2.	Korea	should	forbid	the	use	of	medical	data	and	genomic	information	in	any	manner	averse	
to	the	interests	of	participating	individuals.	Such	uses	against	the	interest	of	individuals	would	
include	medical,	disability	and	 life	 insurers	using	data	 to	set	 individual	 rates	or	 to	exclude	
individuals	from	coverage;	firms	and	the	government	using	data	to	deny	employment;	and	
marriage	brokers	using	data	to	screen	prospective	matches.	Because	provisions	on	consent,	
privacy	 and	 de-identification	will	 not	work	 perfectly,	 the	 creation	 of	 a	 safety	 net	 to	 limit	
negative	effects	of	release	on	individuals	is	essential.	
3.	Korea	should	communicate	these	protections	to	individuals	in	advance	of	their	decisions	
on	whether	to	opt	in	or	out.	 	 In	Finland	and	Singapore,	unusually	strong	presumptions	of	the	
good	faith	of	health	authorities	and	government	reduce	the	need	for	protections.	 	 As	a	result,	
the	incidence	of	“opting	out”	is	low.	 	 Such	is	not	the	case	in	most	countries,	including	the	
United	States	and	Japan.11	 	 Hence	the	need	for	credible	communication	to	individuals	of	the	
protections	described	above.	 	 	
	
D.	On	Enabling	Use	of	Identifiable	Data:	 	 De-identified	data	has	important	uses	in	disease	
surveillance,	 adverse	 effects	 reporting,	 effectiveness	 studies,	 drug	 repurposing,	 and	 drug	
discovery.	 	 However,	as	Part	 II	of	 this	 report	suggests,	 the	ability	 to	contact	 individuals	 is	
essential	 if	 public	 health	 authorities	wish	 to	 conduct	 additional	 testing	 to	 strengthen	 and	
refine	 disease	 surveillance	 and	 adverse	 effects	 reporting;	 if	 payers	 and	 providers	wish	 to	
curate	data	by	flagging	and	confirming	anomalous	values;	if	drug	developers	wish	to	recruit	
subjects	into	clinical	trials.	 	 	
To	 enable	 contact	with	 individuals	while	 preserving	 expectations	of	 privacy,	 Korea	 should	
create	a	mechanism	that	would	allow	public	health	authorities	and/or	 researchers	and/or	
pharmaceutical	 firms	 to	 convey	 a	 request	 for	permission	 to	be	 contacted	 for	purposes	of	
disease	 monitoring,	 adverse	 effects	 reporting,	 data	 curation,	 or	 subject	 recruitment	 for	
clinical	trials.	 	 	

                                            
10	 2016	Personal	Information	De-Identification	Guidelines	are	in	tension	with	lower	court	decisions	that	suggest	that	the	use	of	partial	phone	
numbers	to	generate	keys	may	violate	the	“right	to	information	self	determination.”	
11	 A	failure	to	address	concerns	of	individuals	that	raises	the	rate	of	non-participation	in	an	opt-out	system	would	threaten	the	validity	of	
studies.	 	
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Upon	enrollment	and/or	consent	for	data	collection,	individuals	could	be	asked	to	indicate	
whether	they	would	agree	to	be	contacted	for	any	or	all	of	these	purposes	and	to	set	up	a	
drop	box	 through	which	 they	would	be	contacted.	 	 Mechanisms	 for	voluntary	uncloaking	
should	be	administered	by	a	trusted	third	party	such	as	one	of	the	Commissions	created	by	
PIPA	or	a	patients	rights	group	or	the	Ministry	of	Health.	 	
	
E.	On	Enabling	Transfer	of	Data	to	Third	Parties:	 	 Limitations	on	the	transfer	of	data	to	third	
parties	present	formidable	obstacles	to	data	utilization	to	improve	health	outcomes.	 	 	
1.	The	transfer	of	sensitive	information	with	identifiers	to	third	parties	with	explicit	consent	
of	data	subjects	should	be	permitted.	 	 	 	
2.	Custodians	of	data	such	as	hospitals	and	insurers	may	lack	expertise	on	de-identification	
yet	cannot	transfer	identifiable	data	to	third	parties	with	expertise	that	might	be	able	to	assist.	 	
Korea	may	wish	to	consider	2017	Japanese	provisions	for	certification	of	third	parties	to	assist	
in	de-identification	as	a	way	of	addressing	this	problem.	
3.	Compilation	of	integrated	data	sets	may	require	the	transfer	of	identifiable	or	incompletely	
anonymized	data	to	third	parties	within	Korea	and	abroad.	 	 	
a.	Korea	may	wish	to	consider	developing	an	integrated	legal	package	to	foster	data	sharing	
in	research.	 	 Norway’s	Health	Research	Act	(Helseforskningsloven)	may	serve	as	one	model.	 	
Finland	passed	its	pioneering	Biobank	Act	in	2013	and	is	currently	considering	further	reforms.	 	
National	laws	in	all	Nordic	countries,	except	Denmark,	stipulate	that	the	establishment	of	a	
new	biobank	must	be	registered	with	National	Boards	of	Health	and	Welfare,	authorized	by	
Ministries	 of	 Health	 and	 Welfare,	 approved	 by	 Directorates	 of	 Health,	 Data	 Protection	
Authorities,	and	central	National	Bioethics	Committees.	 	 	 While	these	models	are	of	some	
value	to	Korea,	the	practical	value	of	these	arrangements	rests	on	extremely	high	levels	of	
trust	in	Nordic	public	institutions	that	are	not	found	in	most	countries.	
b.	Sharing	of	data	across	international	boundaries	will	be	necessary	as	health	research	comes	
to	focus	on	indications	affecting	smaller	and	smaller	groups	of	patients.	 	 To	secure	greater	
diversity	within	data	sets	and	to	expand	numbers	of	individuals	requires	regional	and	global	
data	sharing.	BioSHaRE-EU	provides	an	example	of	regional	sharing	of	data.	 	 	 Yet	beyond	
Europe,	international	sharing	of	genomic	data,	health	records	and	tissue	samples	has	been	
hampered	by	differences	in	national	standards	on	consent,	privacy	and	data	protection.	Korea	
may	wish	to	deepen	proposals	for	East	Asian	regional	data	pooling,	with	reliance	on	mutual	
recognition	of	national	consent,	privacy	and	data	protection	measures	to	enable	international	
data	transfers.	 	 	 	 	
	
F.	 On	 Designing	 Institutions	 that	 Enable	 Adaptation	 and	 Learning:	 	 At	 the	 outset,	 it	 is	
appropriate	 to	 recognize	uncertainty	over	 the	effectiveness	of	 recommended	measures	 in	
protecting	privacy,	enabling	informed	consent	and	fostering	data	utilization.	 	 Provisions	for	
gathering	 information	 on	 the	 performance	 of	 policies	 and	 for	 revising	 policies	 in	 light	 of	
information	 on	 performance	 will	 be	 of	 critical	 importance	 because	 of	 imperfections	 in	
knowledge	will	necessitate	correction.	 	 	

1. The	National	Assembly	 should	consider	drafting	 statutes	 that	define	principles	and	
objectives	and	delegate	the	development	of	operational	regulations	and	guidelines	to	
a	 Commission.	 PIPA	 is	 an	 unusual	 statute,	 remarkable	 for	 its	 attention	 to	 detail.	 	
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Explicit	 discussion	 of	 how	 much	 operational	 specificity	 should	 be	 contained	 in	 a	
statute	as	distinct	from	a	regulation	or	guidance	is	needed.	 	 	 	 	

2. The	two	existing	PIPA	defined	Commissions,	PIPC	and	PIDMC,	may	be	redefined	to	
these	 ends.	 	 The	 PIPC	 may	 be	 redefined	 along	 the	 lines	 of	 Japan’s	 Personal	
Information	Protection	Commission,	established	in	January	2016	in	order	to	develop	
specific	 policies	 consistent	 with	 statutory	 mandates,	 with	 benefit	 of	 technocratic	
review	of	evolving	scientific	and	technological	information	and	of	political	review	of	
evolving	public	concerns	and	of	economic	and	political	factors.	 	 The	PIDMC	may	be	
redefined	slightly,	with	explicit	attention	to	supplementing	its	mediation	function	with	
the	task	of	generating	a	body	of	precedent	generating	administrative	law.	 	 	

3. PIPC	and	PIDMC	Commissioners	should	continue	to	be	drawn	from	mixed	disciplinary	
backgrounds.	This	policy	space	is	shaped	by	evolving	tradeoffs	across	fostering	better	
utilization	 of	 medical	 data	 to	 address	 healthcare	 needs	 and	 addressing	 legitimate	
concerns	over	 consent	and	privacy.	 	 Understandings	of	 the	 terms	of	 that	 tradeoff	
rest	on	diverse	bodies	of	expertise	on	changing	bodies	of	knowledge.12	 	 Information	
technology,	 medical	 knowledge,	 disease	 surveillance	 and	 gene	 editing	 methods,	
cybersecurity	threats	and	public	concerns	over	privacy	are	changing	very	rapidly.	 	 	 	 	

4. Because	this	is	an	area	marked	by	revolutionary	change	in	underlying	technologies,	 	
it	is	essential	that	the	eyes	and	the	ears	of	the	PIPC	be	bolstered	by	resources	to	track	
and	assess	developments.	The	PIPC	should	have	sufficient	staff	and	budget	to	gather	
and	analyze	information	on	areas	of	uncertainty	that	are	relevant	to	pending	policy	
issues.	

5. Statutes	passed	by	the	National	Assembly	and	operational	regulations	and	guidelines	
developed	by	the	Commission	should	be	subject	to	a	three	year	or	five	year	review	
requirement	with	explicit	provisions	for	updating	and	revision	based	on	what	are	likely	
to	be	changes	in	technologies	and	in	understandings	of	benefits	and	risks.	One	model	
could	be	US	EPA	provisions	for	review	of	National	Ambient	Air	Quality	Standards	with	
an	 advisory	 committee	 explicitly	 charged	 with	 gathering	 and	 digesting	 relevant	
information	to	update	standards.	 	 	 	 	 	 	 	 	 	 	

	
	 	

                                            
12	 Technology	geeks	are	needed	for	their	 insights	 into	what	constitutes	de-identified	data	and	on	whether	data	sets	can	be	 linked	using	
unique	keys	generated	from	unidentifiable	fragments	of	data.	Biotechnology	nerds	are	needed	for	their	insights	into	whether	genomic	data	
is	inherently	identifiable	data	and	into	how	mixed	observational	and	interventionist	methods	and	advanced	pattern	recognition	technologies	
may	combine	in	generating	novel	hypotheses	on	new	drugs.	 	 	 Epidemiologists	are	needed	for	their	insights	into	how	adjustments	in	data	
utilization	may	affect	the	timing	of	disease	monitoring.	 	 Ethicists	are	needed	for	their	insights	into	the	specification	of	appropriate	standards	
for	consent	and	privacy.	Attorneys	with	expertise	on	administrative	law	are	needed	to	translate	standards	and	concepts	into	enforceable	
regulations	and	guidance.	 	 The	problem	of	integrating	diverse	bodies	of	expertise	to	inform	policy	is	compounded	by	the	ever	shifting	bases	
of	knowledge.	 	 	
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PART	V.	 	 APPENDICES:	SUMMARIES	OF	POLICIES	OF	SELECTED	NATIONS	
As	 noted	 in	 the	 main	 text	 of	 this	 report,	 an	 OECD	 survey	 on	 expectations	 on	 effective	
utilization	of	medical	data.	 	 The	appendix	presents	summaries	on	policies	and	practices	on	
consent	 and	 privacy	 in	 selected	 advanced	 industrial	 countries.	 The	 US	 summary	 was	
researched	 and	 written	 by	 Courtney	 Diamond	 for	 this	 report.	 The	 Japan	 summary	 was	
researched	 and	 written	 by	 Kenneth	 Oye	 for	 this	 report,	 with	 a	 focus	 on	 2016-2017	
developments	of	relevance	to	Korea.	The	Finland,	Germany	and	UK	summaries	are	verbatim	
extracts	and	paraphrases	from	an	excellent	paper	by	Jane	Kaye	et	al	(2016).13	 	 To	provide	
some	 insight	 into	 why	 OECD	 survey	 respondents	 placed	 Israel	 and	 Singapore	 along	 with	
Finland	at	the	top	of	the	list,	this	appendix	includes	reports	on	Singapore	prepared	by	Cheng	
Yi	Lewis	Won	and	on	Israel	prepared	by	Shlomiya	Bar-Yam	Lightfoot.	 	
	
A.	UNITED	STATES	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 CASE	PREPARED	BY	COURTNEY	DIAMOND	
United	States	consent	and	privacy	policies	are	based	on	reasonably	clear	Federally	mandated	
principles,	an	extensive	list	of	Federal	exceptions	to	mandated	principles,	and	toleration	of	
State	level	policies	that	are	often	in	tension	with	Federal	guidelines.	 	 	 	 	 	
1.	Basic	Consent	Standards:	 	 The	1991	Federal	Policy	for	the	Protection	of	Human	Subjects,	
informally	known	as	the	Common	Rule,	requires	that	all	Federally	funded	research	projects	
obtain	informed	consent	from	participants	prior	to	the	start	of	the	study.	Researchers	must	
make	clear	to	participants	the	potential	risks	involved	in	the	study,	as	well	as	intended	use	
and	distribution	of	 any	health	data	 collected.	 	 Potential	 subjects	must	be	 free	 tp	decline	
consent.	 	 The	Health	Insurance	Portability	and	Accountability	Act	of	1996	(HIPAA)	 	 provides	
patient	protections	for	identifiable	health	data	and	establishes	Federal	privacy	and	security	
standards	 for	 covered	 entities.	 Under	 the	 HIPAA	 Privacy	 Rule,	 disclosure	 of	 identifiable	
Protected	Health	Information	(PHI)	by	a	covered	entity	is	prohibited	without	first	obtaining	
patient	authorization,	with	significant	exceptions	as	noted	in	3	below.	 	 	
2.	 Basic	 Privacy	 Standards:	 	 Under	 the	 HIPAA	 Privacy	 Rule,	 disclosure	 of	 de-identified	
information	was	not	restricted	while	disclosure	of	PHI	is	limited	to	the	minimum	necessary	
information	 required	 in	order	 to	 accomplish	 the	particular	 aim.	 	 HIPAA	protections	were	
expanded	 under	 the	Health	 Information	 and	 Technology	 for	 Economic	 Clinical	 Health	 Act	
(HITECH)	of	 2009	expanded	HIPAA	protections	of	 PHI	 to	 include	electronic	health	 records	
(EHRs),	expanded	HIPAA	security	and	privacy	requirements	for	business	associates	of	covered	
entities,	 and	 required	 patient	 notification	 in	 event	 of	 a	 data	 breach.	 	 The	 Genetic	
Information	 Nondiscrimination	 Act	 (GINA)	 of	 2008	 expanded	 the	 definition	 of	 medical	
information	protected	under	HIPAA	to	include	genetic	information,	noting	specific	restrictions	
on	use	for	underwriting	decisions	relating	to	health	care	coverage	and	employment.	 	 Data	
protected	by	HIPAA	Privacy	Rule	are	not	exempt	from	Freedom	of	Information	(FOI)	requests.	
Because	private	HIPAA	covered	entities	often	disclose	data	to	public	health	agencies,	the	data	
in	question	can	be	subject	to	disclosure	by	these	requests.	Exemption	6	of	the	FOI	provides	
protection	against	 the	“unwarranted	 invasion	of	privacy”	 in	some	 instances.	 	 Information	

                                            
13Jane	Kaye,	Linda	Bricen	Moraia,	Liam	Curren,	Jessica	Bell,	Colin	Mitchell,	Sirpa	Soini,	Nils	Hoppe,	Morten	Øien,	and	Emmanuelle	Rial-Sebbag	 	
“Consent	for	Biobanking:	Legal	Frameworks	of	Countries	in	BioSHaRE-EU,	”	Biopreservation	and	Biobanking	Volume	14,	Number	3,	2016	DOI:	
10.1089/bio.2015.0123	
	



20 

 

deemed	confidential	by	Federal	or	state	statutes,	including	HIV	patient	data,	substance	abuse	
treatment	records,	and	other	protected	information	is	exempt	from	being	disclosed	by	an	FOI	
request.	 	 	
3.	Exceptions	to	Basic	Standards	on	Consent	and	Privacy:	Standards	on	consent	and	privacy	
defined	above	are	subject	to	significant	exceptions.	 	 	 	 	
a.	Public	Health:	 	 Personal	health	data	may	be	disclosed	without	consent	to	promote	public	
health,	 including	 reporting	 incidence	 of	 infectious	 disease,	 syndromic	 surveillance	 and	
investigation	in	the	event	of	pandemic,	and	reporting	non-communicable	diseases	to	state	
health	 agencies	 or	 registries.	 	 While	 the	 Common	 Rule	 and	 HIPAA	 establish	 Federal	
standards	for	consent	to	disclosure	of	health	data,	individual	states	have	discretion	to	define	
situations	 that	 permit	 disclosure	 without	 patient	 authorization.	 Consent	 for	 release	 of	
information	to	investigating	officials	is	not	required	in	all	states,	but	any	search	or	seizure	of	
physical	 property,	 including	 biological	 specimens,	 is	 subject	 to	 restriction	 by	 the	 Fourth	
Amendment	 of	 the	 US	 Constitution.	 	 	 Data	 sets	 with	 minimal	 identifiable	 data	 may	 be	
provided	to	state	agencies	and	the	Centers	for	Disease	Control	and	Prevention	(CDC).	
b.	 Adverse	 Event	 Surveillance:	 	 Patient	 health	 data	may	be	 disclosed	without	 consent	 to	
monitor	adverse	events	related	to	food	and	drug	products.	 	 Under	HIPAA,	physicians	may	
disclose	PHI	without	patient	authorization	 to	 report	adverse	events	 to	 the	Food	and	Drug	
Administration	(FDA)	or	product	manufacturers.	To	protect	privacy,	reporting	systems	like	the	
Vaccine	Adverse	Events	Reporting	 System	 require	only	 the	minimal	 amount	of	 identifying	
information.	 	 Pharmaceutical	manufacturers	 and	 sponsors	 of	 clinical	 trials	 to	 report	 any	
adverse	events	of	which	are	aware	to	the	FDA	and	to	other	study	sites	using	the	drug	or	device	
in	question.	 	 However,	manufacturers	and	sponsors	of	trials	may	not	gain	access	to	health	
records	of	patients	without	patient	authorization.	
c.	Recruitment	of	Potential	Study	Participants:	 	 HIPAA	covered	entities	possessing	PHI	must	
secure	patient	authorization	for	disclosure	to	researchers	interested	in	recruiting	for	clinical	
trials.	 	 Researchers	may	contact	patients	without	patient	authorization	if	a	local	Institutional	
Review	Board	governing	the	covered	entity	has	waived	the	authorization.	 	 Researchers	who	
are	part	of	a	covered	entity	may	be	allowed	to	use	PHI	to	contact	potential	study	participants	
without	 consent	 under	 the	 “healthcare	 operations”	 provision.	 	 Under	 the	 “activities	
preparatory	to	research”	provision	of	HIPAA,	entities	conducting	clinical	trials	are	allowed	to	
use	PHI	to	identify,	but	not	contact,	potential	study	participants.	 	 Researchers	who	are	part	
of	a	covered	entity	may	be	allowed	to	use	PHI	to	contact	potential	study	participants	without	
consent	under	the	“healthcare	operations”	provision.	 	
d.	 Seeking	Market	 Approval:	 To	 secure	market	 approval	 of	 a	 drug	 or	medical	 device,	 the	
manufacturer	or	sponsor	must	conduct	clinical	research	trials	to	determine	the	safety	of	the	
drug.	Specifically,	these	studies	are	often	efficacy	trials	or	limited	effectiveness	trials	that	are	
focused	 on	 a	 particular	 population.	 	 Clinical	 research	 trial	 sponsors,	 or	 the	 research	
organizations	to	which	they	contract,	are	the	owners	of	any	data	gathered	through	clinical	
trials.	 Under	 the	 Common	 Rule,	 sponsors	 of	 human	 subjects	 research	 must	 obtain	 the	
informed	 consent	 of	 the	 patient	 before	 gathering	 or	 releasing	 any	 PHI	 including	 securing	
market	 approval	of	 the	drug	or	device.	 The	use	of	de-identified	 information	 for	 reporting	
results	does	not	require	patient	authorization.	 	
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e.	 Determining	 Payer	 Reimbursement	 and	 Recruiting	 Providers:	 	 Post-market	 approval	
studies	often	focus	on	gathering	broader	effectiveness	data	and	continuing	the	surveillance	
of	 adverse	events	 in	 these	broader	populations.	 	 If	 data	 is	 to	be	obtained	 from	Phase	 IV	
clinical	trials,	patient	consent	must	be	obtained	for	release	of	any	identifiable	data.	 	 Consent	
is	 not	 required	 for	 de-identified	 data.	 	 Post-marketing	 observational	 surveillance	may	 be	
conducted	through	private	networks	established	by	individual	sponsors	or	manufacturers	or	
by	requesting	access	to	patient	health	records.	 	 Under	HIPAA,	patient	consent	is	required	if	
identifiable	patient	data	are	being	requested.	 	 	
4.	Ownership	Standards:	 	 Ownership	of	data	is	not	necessarily	synonymous	with	control	of	
data.	 	 While	patients	do	not	directly	own	the	information	in	their	medical	records	in	most	
states,	HIPAA	provides	patients	with	a	mechanism	for	controlling	the	access	and	distribution.	 	 	
Determining	ownership	of	patient	medical	data	is	important	in	order	to	identify	who	is	held	
responsible	in	the	event	of	a	data	breach.	 	 	 	 In	the	United	States,	ownership	of	health	data	
stored	in	patient	medical	records	is	legislated	by	the	states.	Twenty-two	states	have	adopted	
legislation;	of	these,	twenty-one	delegate	ownership	of	medical	data	to	the	physicians	or	their	
respective	health	care	organizations	that	have	generated	the	medical	information,	and	one	
state	has	determined	the	patients	to	be	the	owners	of	their	data.	 	 No	Federal	laws	dictate	
ownership	standards;	HIPAA	grants	patients	the	rights	to	access	and	distribute	their	data,	but	
does	 not	 confer	 ownership	 or	 responsibility	 in	 the	 event	 of	 a	 breach.	 	 	 Medical	 data	
generated	from	research	or	clinical	trials	belongs	to	the	sponsoring	organization.	Similarly,	
de-identified	health	data	that	has	been	collected	and	compiled	in	a	registry	belongs	to	the	
agency	or	organization	sponsoring	the	registry.	
	
B.	JAPAN	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 SUMMARY	PREPARED	BY	KENNETH	A.	OYE	
1.	Overview:	 	 Japanese	policies	on	data	privacy	and	 consent	 are	 governed	by	 the	Act	on	
Protection	of	Personal	Information	(PIPA)	passed	in	2003,	as	interpreted	by	a	Data	Protection	
Authority	between	2007	and	the	present	and	as	implemented	through	guidelines	issued	by	
Ministries.	 PIPA	 sets	 out	 principles	 governing	 privacy	 and	 consent	 without	 providing	
operational	 details.	 The	 Data	 Protection	 Authority	 is	 charged	 with	 responsibility	 for	
translating	PIPA	principles	 into	operational	definitions	and	processes.	 Individual	Ministries	
have	issued	specific	guidelines	to	implement	PIPA,	with	at	least	40	guidelines	issue	in	27	fields	
as	 of	 2016.	 	 Finally,	 2016	 and	 2017	 amendments	 update	 PIPA	 to	 address	 operational	
problems	with	de-identification	and	transfer	of	data	that	were	difficult	to	reconcile	with	the	
PIPA.	 	 	 This	approach	to	protecting	data	privacy	and	consent	has	the	benefit	of	allowing	the	
Data	Protection	Authority	to	reshape	operational	definitions	and	processes	to	take	account	
of	 changing	 technologies,	 applications	 and	 privacy	 concerns	 and	 of	 allowing	ministries	 to	
tailor	guidelines	to	the	particular	characteristics	and	needs	of	the	areas	that	they	regulate.	 	
But	critics	suggest	that	the	ability	to	adapt	to	change	through	the	Data	Protection	Authority	
and	to	tailor	guidelines	for	best-fit-to-problems	through	devolution	of	powers	to	Ministries	
come	at	the	price	of	ambiguity,	instability	and	inconsistency.14	 	 	 	 	 	 	 	 	
2.	Definitions:	 	 PIPA	extended	the	definition	of	personal	information	from	name	and	date	of	
birth	to	include	numeric	codes	and	other	unique	identifiers	of	individuals.	 	 It	created	a	new	

                                            
14 Greenleaf, Asian Data Privacy Laws, pp 226-238. 
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classification	of	“sensitive	information”	including	medical	history,	criminal	record,	race,	creed,	
social	status	and	any	other	 information	that	could	cause	an	 individual	 to	be	discriminated	
against.	 	 	
3.	 Consent	 and	 Privacy:	 	 Under	 PIPA,	 there	 is	 no	 need	 to	 secure	 consent	 for	 release	 of	
anonymized	data,	where	“anonymized	data”	is	defined	as	data	with	removal	of	identifiers	in	
a	 manner	 that	 cannot	 be	 restored.	 	 Operational	 standards	 of	 anonymization	 are	 to	 be	
determined	by	the	Privacy	Commission.	 	 Under	recently,	prior	consent	was	required	before	
the	 transfer	 or	 disclosure	 of	 data	with	 identifiers	 to	 third	 parties.	 	 Under	 2015	 reforms,	
transfer	or	disclosure	of	data	to	third	parties	without	consent	is	permitted	if	initial	publically	
disclosed	purposes	of	use	include	disclosure	to	third	parties	and	if	data	subjects	are	allowed	
to	withdraw	 consent.	 	 In	 effect,	 this	 change	 is	 a	 shift	 from	 an	 “advance	 opt	 in”	 consent	
requirement	to	an	“opt	out”	system	on	transfer.	 	 This	is	subject	to	limitations	on	the	nature	
of	 personal	 data	 being	 provided,	 the	methods	 through	 which	 data	 is	 provided,	 methods	
through	which	individuals	may	opt	out.	Prior	consent	 is	required	for	sharing	personal	data	
with	foreign	third	parties.	 	 	 The	opt	out	provisions	described	above	are	permitted	only	if	the	
Data	Protection	Commission	is	satisfied	that	foreign	country	protections	are	up	to	Japanese	
standards.	 	 	 	
4.	 Revisions	 2016-2017:	 	 Revisions	 to	 the	 Law	on	 the	Protection	of	 Personal	 Information	
made	 in	 2016	 that	 came	 into	 effect	 in	 2017	 have	 enabled	 the	 use	 of	 clinical	 records	 for	
research	without	asking	for	patient	consent.	 	 But	to	use	such	data,	each	hospital	and	clinic	
is	responsible	for	making	its	data	anonymous	by	deleting	patients’	names	and	other	privacy	
information.	This	is	seen	as	difficult	for	organizations	whose	primary	job	is	providing	health	
care.	 	 Japan	passed	a	law	in	May	2017	to	allow	hospitals	and	clinics	to	provide	patient	data	
to	 private-sector	 companies	 to	 be	 accredited	 by	 the	 state.	 	 Such	 companies	 will	 be	
responsible	for	making	the	data	anonymous	and	searchable.	 	 The	system	is	not	mandatory,	
meaning	that	only	hospitals	that	want	to	provide	such	data	to	companies	can.	The	accredited	
data	companies	will	store	and	make	patient	information	anonymous,	and	will	provide	them	
to	academic	researchers,	drug	companies	or	government	agencies	for	a	fee.	 	 Hospitals	and	
clinics	that	want	to	provide	such	 information	can	do	so	by	 informing	patients	beforehand.	
Patients	can	opt	out	if	they	do	not	wish	to	participate.	
5.	 Provisions	 for	 Biobanking:	 	 The	 government	 of	 Japan	 has	 made	 substantial	 public	
investments	 in	 at	 least	 two	 biobanks.	 	 	 The	 Tohoku	 Medical	 Megabank	 to	 provide	 a	
representative	 cross	 section	 of	 the	 Tohoku	 region.	 	 Biobank	 Japan	 was	 established	 to	
provide	disease	 /	 indication	 specific	 slices	 rather	 than	 a	 general	 cross	 section.	 	 To	 foster	
future	biobank	development,	Japan	has	passed	an	Amended	Act	on	the	Protection	of	Personal	
Information	with	an	associated	Personal	Information	Protection	Commission	in	2016	and	the	
Next	Generation	Medical	Infrastructure	Law	(Jisedai	Iryo-kiban	Ho)	in	2017.	 	 	 	
	
C.	THE	EUROPEAN	UNION	 	 	 	 	 	 	 	 	 	 	 	 VERBATIM	EXCERPTS	FROM	KAYE	ET	AL	2016	
The	EU	Parliament,	Commission,	and	Council	have	now	agreed	to	a	General	Data	Protection	
Regulation	that	will	harmonize	aspects	of	data	protection	across	Europe.	This	regulation	will	
become	 effective	 in	 2018,	 and	 in	 the	 interim,	 the	 Data	 Protection	 Directive	 and	 existing	
national	laws	still	apply.	As	a	regulation,	the	GDPR	will	be	directly	binding	and	carries	over	
many	of	the	same	principles	as	the	Data	Protection	Directive.	For	research	and	biobanking,	
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broad	 consent	 is	 generally	 acceptable,	 where	 it	 is	 not	 possible	 to	 be	 specific	 about	 the	
purposes	of	the	research.	Member	states	will	also	be	able	to	legislate	for	processing	of	health	
data	 for	 research	 purposes	 without	 consent,	 so	 long	 as	 safeguards	 are	 in	 place,	 and	 the	
regulation	 requires	 safeguards,	 such	 as	 pseudonymization,	 to	 be	 used,	where	 possible,	 in	
research.	
FINLAND:	 	 The	Medical	Research	Act	sets	rigorous	criteria	for	informed	consent	and	requires,	
among	other	things,	ethics	committee	approval	before	research	takes	place.	 	 The	act	was	
seen	to	hinder	the	feasibility	of	broad	consent	for	medical	research.	To	improve	the	research	
framework,	Finland	enacted	specific	 legislation	for	biobanking	 in	2013,	which	provides	the	
legal	framework	for	the	collection,	storage,	and	processing	of	samples	and	sets	out	the	rights	
of	individuals	and	arrangements	necessary	to	protect	personal	information.15	
Under	this	Biobank	Act,	a	biobank’s	entitlement	to	process	samples	is	primarily	based	on	a	
broad	and	informed	consent:	The	participant	receives	extensive	information	on	the	nature	
and	objectives	of	the	biobank	and	can	track	the	use	of	samples	and	data.	A	special	feature	of	
the	act	is	to	allow	the	transfer	of	old	clinical	samples	and	research	samples	into	a	biobank	
following	a	special	procedure	notifying	individuals	and	providing	an	opt-out	to	inclusion	of	
material	 in	 the	biobank.	Samples	and	data	 in	a	Finnish	biobank	shall	be	shared	within	 the	
research	community,	and	the	results	shall	enrich	the	biobank.	 	 The	Act	on	the	Medical	Use	
of	Human	Organs	 and	 Tissues	 8	 provides	 additional	 exemptions	 for	 the	 secondary	 use	 of	
clinically	obtained	samples	for	medical	research	and	to	be	used	in	biobanks	without	consent	.	
Secondary	 use	 may	 take	 place,	 subject	 to	 an	 ethical	 review,	 if	 the	 person	 is	 deceased.	
Sometimes	 a	 permit	 from	 the	 National	 Supervisory	 Authority	 for	 Welfare	 and	 Health	 is	
required.	This	will	be	granted	only	if	an	REC	has	also	issued	a	favorable	opinion	on	the	matter.	 	 	
For	the	processing	of	personal	data,	the	Personal	Data	Act916	 is	a	lex	generalis	and	will	apply	
unless	 specific	 provisions	 are	 found	 elsewhere	 in	 the	 law.	 Thus,	 the	 Personal	 Data	 Act	
complements	other	acts.	This	act	directly	implemented	the	provisions	of	the	Data	Protection	
Directive	 95/46/EC.	 Under	 the	 act,	 consent	 is	 generally	 required	 under	 section	 8,	 but	
processing	 is	 lawful	 for	 scientific	 research	 if	 ‘‘the	 research	 cannot	 be	 carried	 out	without	
identifying	the	person	and	the	consent	of	the	data	subjects	cannot	be	obtained	owing	to	the	
quantity	 of	 the	data,	 their	 age	or	 another	 comparable	 reason.”	 These	provisions	 for	 data	
mirror	those	of	the	directive	and	therefore	are	in	conformity	with	requirements	across	Europe.	
The	Biobank	Act	is	regarded	as	lex	specialis,	and	thus,	many	of	its	provisions	prevail	over	the	
more	general	Personal	Data	Act.	
GERMANY:	There	is	no	specific	legislation	concerning	biomedical	research	as	a	whole	within	
Germany,	but	instead,	there	are	three	different	pieces	of	legislation	that	in	combination	cover	
this	area.	These	are	(1)	the	Act	on	Medical	Devices	adopted	in	1994,	(2)	the	fifth	Amendment	
of	 the	Act	on	Pharmaceutical	Products	 adopted	 in	1995,	 and	 (3)	 the	Code	of	Deontology,	
which,	 in	 the	 German	 states,	 is	 a	 legally	 binding	 instrument.	 All	 these	 instruments	 have	
requirements	that	research	should	be	reviewed	by	an	REC,	which	is	also	a	requirement	of	the	
European	Clinical	Trials	Regulations.	In	addition,	there	are	more	general	constitutional	rights	
                                            
15Biobank	Act	 (688/2012).www.finlex.fi/en/laki/kaannokset/	 2012/en20120688.pdf	Accessed	April	 27,	 2016;	 	 Soini	 S.	 Finland	on	 a	 road	
towards	modern	biobanking	legislation.	Eur	J	Health	Law	2013;20:3:289–294.	
	
16Personal	Data	Act	(523/1999).	www.finlex.fi/en/laki/	kaannokset/1999/en19990523.pdf	Accessed	April	27,	2016.	
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under	the	German	Basic	Law	pertaining	to	matters,	such	as	individual	personality,	dignity,	and	
integrity.17	 	 This	provision	 requires	 the	prior	 consent	of	an	 individual	 for	 the	donation	of	
tissue	for	research	purposes,	which	should	be	informed	by	the	‘‘purpose,	significance,	and	
implications	of	the	encroachment,’’	that	 is,	whether	the	samples	are	taken	for	the	specific	
purpose	of	research	and	biobanking.18	 However,	consent	is	not	necessary	for	downstream	
use	of	lawfully	procured	tissue	as	between	biobanks	and	researchers.	This	is	because	tissue,	
when	separated	from	the	body,	is	treated	as	a	form	of	property	under	German	law.	In	this	
framework,	 the	 transfer	 of	 the	 tissue	 between	 parties	 is	 treated	 by	 way	 of	 contractual	
arrangements,	such	as	assignments	and	licenses,	as	any	other	form	of	property.	The	Act	on	
Quality	and	Safety	of	Human	Tissues	and	Cells,	also	known	as	Human	Tissue	Act,	BGBl.	I	2007,	
1574)	implemented	the	EU	Directive	2004/23/EC20	in	German	law.19	 	 The	law	in	Germany	
differs	from	other	European	countries	as	it	often	has	higher	protections	than	those	stipulated	
in	 European	 law.	 An	 example	 of	 this	 is	 the	 consent	 requirements	 for	 the	 use	 of	 data	 in	
research.	Consent	needs	to	be	given	in	writing	unless	special	circumstances	warrant	another	
form.	 The	 EU	 Data	 Protection	 Directive	 is	 implemented	 in	 a	 federal	 act	 (BDSG)	 and	
fragmented	across	individual	state	and	canonical	legislation	in	Germany.20	 These	instruments	
distinguish	between	public	and	private	entities	and	do	not	apply	to	anonymized	data.	The	
BDSG	definition	of	sensitive	data	expressly	includes	health	data.	All	data	use	ought	to	take	
place	 under	 the	 umbrella	 of	 valid	 informed	 consent.	 Derogations	 from	 this	 principle	 are	
possible	in	cases	where	the	scientific	value	of	the	exercise	outweighs	the	individuals’	right	to	
opt	 out	 or	 where	 research	 cannot	 otherwise	 not	 be	 undertaken	 at	 all	 or	 only	 at	
disproportionate	effort.	This	is	a	unique	feature	of	the	German	law	as	it	is	a	higher	standard	
than	the	requirements	of	95/46/EC	Directive.	It	is	possible	that	this	‘‘special	circumstance’’	
may	exist	in	the	field	of	scientific	research,	but	generally,	consent	shall	be	recorded	in	writing,	
where	special	categories	of	personal	data,	such	as	health	data,	are	collected,	processed,	or	
used.	 	 	 While	there	are	no	biobank-specific	 laws	that	operate	 in	Germany,	an	opinion	on	
human	biobanks	was	published	by	the	German	Ethics	Council	in	June	2010.	There	has	been	a	
public	 discussion	 for	 a	 number	of	 years	 on	 the	benefits	 of	 implementing	 specific	 biobank	
legislation,	 but	 to	 date,	 this	 has	 not	 happened.	 In	 2015,	 a	 biobank	 law	 for	 Germany	was	
drafted	to	address	the	deficit	in	the	law,	but	currently,	this	is	just	a	proposal.21	

                                            
17Basic	Law	for	the	Federal	Republic	of	Germany	in	the	revised	version	published	in	the	Federal	Law	Gazette	Part	III,	classification	number	
100-1,	as	last	amended	by	the	Act	of	11	July	2012	(Federal	Law	Gazette	I	p.	1478)	Arts.	1	and	2	(read	in	conjunction	with	Federal	Constitutional	
Court	(BVerfG)	case	law	interpreting	these	articles).www.	gesetze-im-internet.de/englisch_gg/englisch_gg.html	Accessed	April	27,	2016.	
	
18	 15.	Deutscher	Ethikrat.	2010.	Human	biobanks	for	research:	Opinion.	www.ethikrat.org/files/der_opinion_human-biobanks.pdf	Accessed	
April	27,	2016.	
	
19	 17.	Hoppe	N.	Bioequity—Property	and	the	Human	Body.	Farnham:	Ashgate;	2009.	 	 19.	Civil	Code	in	the	version	promulgated	on	January	
2,	2002	(Federal	Law	Gazette	[Bundesgesetzblatt]	I	page	42,	2909;	2003	I	page	738),	last	amended	by	Article	4	para.	5	of	the	Act	of	October	
1,	2013	(Federal	Law	Gazette	I	page	3719)	para.	854–1296.	www.gesetze-im-internet.de/englisch_bgb/	englisch_bgb.html	Accessed	April	27,	
2016.	
	
20	 21.	Federal	Data	Protection	Act	in	the	version	promulgated	on	January	14,	2003	(Federal	Law	Gazette	I	p.	66),	as	most	recently	amended	
by	Article	1	of	the	Act	of	14	August	2009	(Federal	Law	Gazette	I	p.	2814).	www.gesetze-im-internet.	de/englisch_bdsg/englisch_bdsg.html	
Accessed	April	27,	2016.	
	
21	 22.	Gassner	U,	Kersten	 J,	 Lindemann	M,	Lindner	FJ,	Rosenau	H,	Schmidt	am	Busch	B,	Schroth	U,	Wollenschla¨ger	F.	Biobank	Act:	The	
Augsburg-MunichDraft	(AME-BiobankG).	Tu¨bingen:	Mohr	Siebeck;	2015.	
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UNITED	KINGDOM:	Like	the	Netherlands	and	Germany,	the	United	Kingdom	adopts	a	similarly	
fragmented	 legislative	 approach	 to	 the	 regulation	 of	 tissues	 and	 data	 in	 research.	 Unlike	
Finland	 and	 Norway,	 there	 is	 no	 single	 piece	 of	 regulation	 for	 biomedical	 research	 or	
biobanking.	The	distinction	between	tissue	and	data	that	are	found	in	other	jurisdictions	is	
also	a	feature	of	U.K.	legislation.	
In	 relation	 to	 tissue,	 the	Human	Tissue	Act	2004	 regulates	 the	 removal,	 storage,	use,	 and	
disposal	of	human	tissue	for	scheduled	purposes	via	the	specifically	created	regulatory	body,	
the	Human	Tissue	Authority	 (HTA).	One	of	the	HTA	statutory	functions	under	the	act	 is	 to	
issue	Codes	of	Practice,	which	should	give	guidance	to	researchers	interested	in	carrying	out	
activities	regulated	by	the	HTA.	Even	if	noncompliance	with	these	Codes	of	Practice	is	not	in	
itself	an	offense	under	the	HT	Act,	it	could	influence	licensing	decisions	made	by	the	HTA.	
Whereas	the	data	protection	legislation	provides	for	processing	of	data	for	research	purposes	
without	 consent	 in	 certain	 circumstances,	 the	 Human	 Tissue	 Act	 holds	 the	 ‘‘appropriate	
consent’’	of	individuals	as	a	core	feature.	Obtaining	valid	consent	presupposes	that	there	is	a	
process	in	which	individuals	(including	their	families	where	appropriate)	may	discuss	the	issue	
fully,	ask	questions,	and	make	an	informed	choice.	That	said,	tissue	from	living	donor	that	has	
been	 properly	 anonymized	 and	 has	 received	 appropriate	 REC	 approval	 can	 be	 used	 in	
research	without	the	consent	of	the	donor.22A	unique	feature	of	the	U.K.	 legal	 framework	
regarding	access	to	samples	is	that	an	HTA	license	is	required	whenever	relevant	material	is	
held	for	research	purposes.	However,	there	are	some	exceptions,	where	the	 license	 is	not	
required.	
The	Data	Protection	Act	of	1998	implements	the	EU	Data	Protection	Directive	and	regulates	
the	‘‘processing	of	personal	data,’’	also	allowing	processing	for	research	purposes	(s.	33).	In	
the	United	Kingdom,	 it	 is	not	necessary	 to	gain	 the	explicit	consent	of	 the	data	subject	 to	
process	sensitive	data	for	research	purposes	if	conditions	set	out	in	a	Processing	of	Sensitive	
Personal	Data	Order26	are	met.23	 This	requires	the	processing	to	be	in	the	substantial	public	
interest,	necessary	for	research	purposes,	that	it	does	not	support	measures	or	decisions	with	
respect	to	any	particular	data	subject	otherwise	than	with	the	explicit	consent	of	that	data	
subject	and	that	it	does	not	cause,	nor	is	likely	to	cause,	substantial	damage	or	substantial	
distress	to	the	data	subject	or	any	other	person.24	
	
D.	SINGAPORE	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 PREPARED	BY	CHENG	YI	LEWIS	WON	
Background:	 	 	 The	Personal	Data	Protection	Commission	 (PDPC)	 is	 the	main	 authority	 in	
matters	 “relating	 to	 personal	 data	 protection”	 and	 represents	 the	 Singapore	 on	 “data	
protection	related	issues.”	The	role	of	PDPC	is	to	administer	the	Personal	Data	Protection	Act	
2012	(PDPA),	which	is	concerned	with	data	protection	(safeguards	relating	to	personal	data)	
instead	of	data	privacy	(the	right	of	an	individual	to	be	left	alone	and	to	keep	certain	matters	

                                            
22	 25.	Human	Tissue	Authority.	Code	of	Practice	9	Research.	2014.	www.hta.gov.uk/guidance-professionals/codes-practice/codepractice-	9-
research	
23 	 26.	 The	 Data	 Protection	 (Processing	 of	 Sensitive	 Personal	 Data)	 Order	 2000,	 Statutory	 Instrument	 2000	 No.	 41.	
www.legislation.gov.uk/uksi/2000/417/contents/made	Accessed	April	27,	2016.	
	
24	 27.	Kaye	J,	Briceno	Moraia	L,	Mitchell	C,	Bell	J,	Bovenberg	J,	Tasse	AM,	Knoppers	BM.	Access	governance	for	Biobanks:	The	case	of	the	
BioSHaRE-EU	cohorts.	Biopreserv	Biobank	2016;14:201–206	
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secluded	from	public	view).	 	 As	such,	the	government	 is	exempted	from	any	data	privacy	
restrictions.	 	

While	PDPA	highlights	the	importance	of	consent,	exceptions	specified	in	the	Second,	
Third	and	Fourth	Schedules	are	broad.	For	example,	the	sharing	of	personal	data	for	research	
purposes	fall	under	the	Fourth	Schedule	on	exceptions	to	consent,	and	apply	when	obtaining	
consent	when	the	seeking	of	consents	is	considered	undesirable	or	impractical.	 	
On	the	surface,	PDPA	Part	IV	Division	1	seems	to	suggest	that	Singapore	applies	an	“opt-in”	
mechanism,	where	consent	is	required	for	data	collection,	use,	and	disclosure	(para	13	-	16).	 	
The	exceptions	to	the	principle	of	“opt-in”	as	allowed	in	para	17	are	so	broad,	that	Singapore’s	
data	privacy	law	is	essentially	an	“opt-out”	system	with	little	recourse	for	actually	opting	out.	
For	example,	 the	second	schedule	allows	organisations	 to	“collect	personal	data	about	an	
individual	without	the	consent	of	the	individual”	If	the	collection	is	necessary	for	any	purpose	
that	is	clearly	in	the	interest	of	the	individual,	if	consent	for	its	collection	cannot	be	obtained	
in	a	timely	way	or	if	the	individual	would	not	reasonably	be	expected	to	withhold	consent;	
and	if	the	collection	is	necessary	in	the	national	interest.	 	 The	second	schedule	(1)(f)	allows	
insurance	companies	and	businesses	to	collect	personal	information	without	consent	if	the	
collection	 is	 necessary	 for	 evaluative	 purposes.	 The	 third	 schedule	 defines	 the	 “use	 of	
personal	data	without	concern”,	with	the	same	conditions	as	listed	in	the	second	schedule.	 	

The	PDPC	issued	Advisory	Guidelines	for	the	healthcare	sector	in	March	2017	with	
the	following	provisions	that	have	the	effect	of	weakening	consent	requirements..	 	 	
*	If	an	individual	gives	consent	to	a	healthcare	organisation	for	the	collection,	storage	and	use	
of	personal	data,	deemed	consent	applies	when	additional	purposes	are	“reasonably	required”	
to	provide	that	individual	with	the	service	of	medical	care.	
*	 Healthcare	 organisations	 should	 use	 anonymised	 data	 where	 possible,	 and	 only	 use	
personal	data	when	necessary.	
*	When	a	healthcare	organisation	is	acquired	by	another	organisation,	the	acquisition	shall	
be	treated	as	a	“business	transaction”,	and	hence	personal	data	could	be	transferred	without	
patient	consent.	 	
*	 If	 consent	 is	 difficult	 to	 obtain,	 i.e.	 contact	 information	 of	 patients	 in	 a	 database	 is	
unavailable,	personal	data	could	be	used	and	shared	without	obtaining	consent.	 	
Conditions	for	transfer	of	data	to	third	parties	without	consent	of	the	data	subject	are	also	
defined	expansively.	In	addition	to	exemptions	provided	in	the	second	and	third	schedule,	the	
fourth	schedule	allows	disclosure	of	data	without	for	purposes	of	policy	formulation	or	review;	
for	a	research	purpose,	including	historical	or	statistical	research;	and	for	archival	or	historical	
purposes	if	a	reasonable	person	would	not	consider	the	personal	data	to	be	too	sensitive	to	
the	individual	to	be	disclosed	at	the	proposed	time.	 	 	 	

While	 the	 advisory	 noted	 that	 certain	 forms	 of	 de-identification	 could	 lead	 to	 re-
identification,	the	Commission	“does	not	recommend	or	endorse	the	use	of	any	particular	
technique”,	and	leave	it	to	individual	organisations	to	make	their	own	decision.	The	PDPA	also	
relies	on	self-regulation	to	ensure	data	security.	All	that	is	required	is	that	“An	organisation	
shall	protect	personal	data	in	its	possession	or	under	its	control	by	making	reasonable	security	
arrangements	 to	 prevent	 unauthorised	 access,	 collection,	 use,	 disclosure,	 copying,	
modification,	 disposal	 or	 similar	 risks.”	 	 PDPA	 does	 require	 compliance	 with	 the	
“confidentiality	of	personal	data”	of	the	organisation	collecting	and	disclosing	the	personal	
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data.	PDPA	requires	that	data	be	anonymised	where	possible	for	the	purpose	of	data	sharing	
and	that	organisations	cease	retaining	personal	data	when	“purpose	for	which	that	personal	
data	was	collected	is	no	longer	being	served	by	retention	of	the	personal	data”	and	“retention	
is	no	longer	necessary	for	legal	or	business	purposes”.	 	 However,	as	critic	Graham	Greenleaf	
has	noted,	businesses	could	always	justify	the	retention	of	data	for	“future	direct	marketing	
purposes”,	hence	this	requirement	may	not	have	much	force.	

While	 PDPA	 highlights	 the	 importance	 of	 consent,	 exceptions	 as	 specified	 in	 the	
second,	third	and	fourth	schedule	are	so	broad	that	Singapore’s	data	privacy	law	is	essentially	
an	“opt-out”	system	with	little	recourse	for	actually	opting	out.	The	sharing	of	personal	data	
for	research	purposes	potentially	fall	under	the	Fourth	Schedule	on	exceptions	of	consent,	
and	applies	when	obtaining	consent	when	the	seeking	of	consents	is	considered	undesirable	
or	 impractical.	 There	 are	 no	 laws	 governing	 the	 certification	 of	 a	 3rd	 party	 intermediary	
assigned	to	process	data.	The	intermediary	is	only	bounded	by	a	contractual	relationship	with	
its	employer.	 	 Finally,	the	government	relies	on	self-regulation	by	the	industry	to	regulate	
data	quality.25	
	 	
E.	ISRAEL	 	 	 	 	 	 	 	 PREPARED	BY	SHLOMIYA	BAR-YAM	LIGHTFOOT	
Israelis	in	the	field	appear	to	regard	the	country	as	being	distinctly	well	suited	for	genomic	
research,	 primarily	 due	 to	 its	 developed	 “high-tech	 sector”	 and	 to	 the	 presence	 of	many	
societal	 groups	 that	 have	 historically	 been	 fairly	 genetically	 isolated.	 Researchers	 have	
remarked	 on	 the	 need	 to	 take	 advantage	 of	 these	 conditions	 rapidly,	 before	 the	 genetic	
isolation	diminishes.	
Primarily	three	laws	are	relevant	to	how	genetic	and	medical	 information	may	be	used	for	
research:	The	Genetic	 Information	Law,	5761-2000;	the	Protection	of	Privacy	Law;	and	the	
Subjects	Rights	Law,	5756-1996.	Several	biobanks	in	Israel	predate	the	Genetic	Information	
Law	and	biobank	regulations	that	followed	it,	and	may	have	contributed	to	the	formulation	
of	these	laws.	
To	date,	much	of	the	interest	and	effort	around	use	of	genetic	data	for	medical	purposes	has	
focused	 on	 genetic	 counseling,	 and	much	 of	 the	 interest	 around	 use	 of	 genetic	 data	 for	
research	has	focused	on	identification	of	genetic	disease	markers,	particularly	those	occurring	
at	high	frequencies	in	particular	ethnic	sub-populations.	However,	interest	in	use	for	medical	
studies	 more	 broadly	 and	 in	 use	 of	 genetic	 data	 with	 medical	 records	 beyond	 records	
indicating	the	occurrence	of	particular	diseases	has	arisen	as	well.	
Israel	 is	 a	member	 of	 the	 Helsinki	 Accord	 and	 thus	 requires	 informed	 consent	 for	 use	 of	
genetic	data.	Genetic	data	ownership	is	currently	being	debated.	

The	typical	consent	form	for	genetic	research	is	broad,	covering	all	future	research	
without	the	need	for	re-informing	or	obtaining	additional	consent.	While	some	individuals	
believe	that	use	of	such	broad	consent	may	diminish,	individuals	involved	in	the	IRB	process	
for	 establishing	 new	 biobanks	 and	 research	 arrangements	 appear	 to	 believe	 that	 broad	
consent	will	continue	to	be	the	norm.	

                                            
25	 Source:	 PDPC,	 Guide	 to	 Data	 Sharing,	 p.	 20,	 URL:	 https://www.pdpc.gov.sg/docs/default-source/other-guides/guide-to-data-sharing-
(270717).pdf?sfvrsn=12 
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It	 appears	 that	 according	 to	 the	 law,	 informed	 consent	may	 be	 required	 only	 for	
identified	and	not	for	anonymous	genetic	samples.	However,	genetic	information	maintained	
in	 such	 a	way	 that	 identification	 is	 possible,	 such	 as	 anonymized	 to	 receiving	 researchers	
through	codes,	 is	 regarded	as	 identified	and	not	anonymous	data.	 Israel’s	 laws	addressing	
data	 anonymity	 predate,	 and	 have	 not	 been	 updated	 to	 account	 for,	 new	 research	 and	
technologies	promising	the	ability	to	identify	individuals	using	only	small	amounts	of	genetic	
data.	

Observers	 have	 suggested	 that	 Israeli	 regulations	 impose	 relatively	 minimal	
restriction	related	to	privacy	and	consent	beyond	the	need	to	obtain	informed	consent	for	
use	 of	 genetic	 information	 and	 samples	 for	 research,	 as	 well	 as	 fairly	 light	 reporting	
requirements	from	current	biobanks.	The	procedures	of	individual	biobanks	and	other	such	
projects	appear	to	be	largely	dictated	by	institutional	IRBs.	

Israel’s	 Bioethics	 Advisory	 Committee	 of	 the	 National	 Institute	 of	 Sciences	 and	
Humanities	advises	the	government	regarding	relevant	policies.	The	committee’s	discussion	
of	 biobanks	 is	 concerned	 with	 how	 outsiders	 may	 use	 Israelis’	 genetic	 data,	 both	 from	
business	 and	 security	 perspectives.	 It	 advises	 limitations	 to	block	 foreign	 companies	 from	
using	the	data	or	to	require	particular	benefits	to	Israelis	from	technologies,	such	as	therapies,	
developed	using	the	data.	The	Committee	discusses	the	concern	that	mal-intentioned	actors	
could	use	genetic	data	to	target	Israelis	or	particular	Israeli	groups,	and	expresses	the	need	
to	reassure	the	public	that	samples	or	data	are	safeguarded	against	such	use.	

Concerns	about	and	occurrences	of	ethnic	discrimination	have	resulted	in	an	interest	
in	designing	policies	that	will	alleviate	such	concerns.	Concerns	about	discrimination	against	
members	of	an	ethnic	group	based	on	genetic	 information	of	members	of	 the	group	may	
present	challenges	that	typical	frameworks	of	individual	privacy,	consent,	and	ownership	of	
one’s	own	genetic	information	do	not	immediately	address.	The	laws	forbid	discrimination	
against	 individuals	 or	 ethnic	 groups	 based	 on	 genetic	 information.	 Israeli	 policies	 do	 not	
appear	 to	 present	 further	 approaches	 to	 addressing	 the	 challenges	 or	 preventing	 such	
discrimination.	
	


